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1.0 Revision Log 
 

Date Version Description of Changes 

March 7, 2012 B.2 Final Draft for Board Approval 

1. Updates per 12/01/11 review meeting  

March 1, 2018 B.3 Revised VSS Requirements and added ALPR 

capability 

Revised Security Device Requirements 

Added additional Access Control System 

Requirements (card reader override) 

Added data requirements for Emergency 

Notification System 

   

   

   

 
 



 

 

Contra Costa Community College District 

Security Design Guideline 

 

1.0 OVERVIEW 
 

Contra Costa Community College District plans to operate and maintain a consistent campus-wide 

electronic security systems program throughout its multiple campuses: Contra Costa College, Diablo 

Valley College, Los Medanos College.  This also pertains to the District Office and the two satellite 

campuses: San Ramon Valley Campus and the Brentwood Center.  To assist with the design and 

development of individual security projects, the following design guidelines were created.  

 

Each new campus security project may include a blend of the following systems: Access Control and 

Alarm Monitoring System (ACAMS), an Intrusion Detection System (IDS), and a Video Surveillance 

System (VSS).  Collectively the systems are an economical solution to provide security and safety 

while maintaining convenience and flexibility.  Contractors proposing on new Contra Costa 

Community College District project must ensure that new security work utilizes the same software 

versions that are currently operating on the Contra Costa Community College District server(s) 

located at the District Office in Martinez, CA.   

 

The standards are based around the following manufacturers: 

• Access Control and Alarm Monitoring System: Software House CCURE 9000 

• Intrusion Detection System: DSC PowerSeries 

• Video Surveillance System: Salient Systems 

This design guideline details the electronic security standards, system design criteria, implementation 

guidelines, and coordination requirements.  It is not intended as a substitution for construction 

documents, but rather guides the engineer to design additions to the overall system during new and 

renovation construction projects.  Included with the guidelines are a sample RFP, unit pricing, 

template construction technical specifications, typical product information, overall system topology 

diagrams, typical details, and example shop drawings. 

1.1 Scope 

The scope of the guideline includes the following information: 

A. Access Control and Alarm Monitoring Design Criteria 

B. Intrusion Detection System Design Criteria 

C. Video Surveillance Design Criteria 

D. Electronic Security Device Application Matrix 

E. Architectural, Structural, Electrical, Mechanical, Elevator, and 

Telecommunication coordination and design requirements required to support the 

physical access control and security system during implementation. 

1.2 Application 

Physical security plays a critical role in providing a safe environment for staff and students.  

Security for the district consists of access control and alarm monitoring system (ACAMS), 

intdusion detection, and video surveillance system, which mitigate theft, vandalism, and 

general crimes of opportunity.  Additionally the system automates the opening and closing of 

the buildings on schedule, increasing the effective utilization of staff. 
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The guidelines and criteria herin apply to each campus within the Contra Costa Community 

College District - Contra Costa College (CCC) located in San Pablo, Diablo Valley College 

(DVC) located in Pleasant Hill, and Los Medanos College (LMC) located in Pittsburg, as 

well as the District Office in Martinez.  Even though the two satellite campuses: San Ramon 

Valley Campus and the Brentwood Center do not have the same facility structure as the other 

campuses, these guidelines and citeria shall apply to these locations. 

1.3 Arrangement of Information 

This document is arranged by design discipline.  Best practice has the Architect and Design 

Engineers reading this document, the electronic security device application matrix, and the 

design coordination document, including related documents.  The Design Team should study 

the specific sections related to their discipline and review the other sections. 

 

The district and colleges should review and utilize the sample RFP, unit pricing, template 

construction technical specifications, typical product information, overall system topology 

diagrams, typical details, and example shop drawings as a reference for each project 

including electronic security systems. 

1.4 Roles and Responsibilites 

The successful design and implementation of any component of the electronic security 

systems requires coordination with the following entities throughout the delivery process: 

A. Facilities Planning - Staff such as campus project managers will engage end-

users in discussions regarding the security systems and operation, credential 

issuance, and access privileges.  Architects and other design consultants and their 

agents shall not engage directly with end-users on system operational 

requirements.  The project managers will ensure that a project’s scope, schedule 

and budget goals are achieved. 

B. Building and Grounds - Manage and maintain doors and hardware, including 

mechanically keyed hardware on each campus, connected to the electronic 

physical security systems. 

C. Police Services - Operate the electronic security systems on each campus and on 

the district-wide level.  Staff maintain credentials and control building access 

schedules. 

D. Information Techology and Research - Coordinate all aspects of the ACAMS, 

intrusion, and video surveillance interfaces and connections with the LAN and/or 

WAN.   

E. User Groups - Facility users who will interact with the mechanically keyed, 

ACAM’d and/or video surveilled facility.  User group representatives will define 

specific program requirements for the systems, beyond the minimum standard 

deployed across all projects. 
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F. Security Design Engineer - Members of the design team who are designing the 

electronic physical security systems shall have a thorough understanding, 

knowledge and successful experience in designing similar systems in similar 

applications.  The design team members (whether part of the prime consultant’s 

design team or an associated consultant) shall be approved by CCCD prior to 

performing any design work.  The Design Engineer shall provide services in 

accordance with these standards.  The Design Team shall verify that all 

applicable portions of these standards are incorporated into the project’s design, 

drawings, specification and final construction.  Requests for variances from these 

standards are to be submitted in writing to the campus project manager, and will 

be scrutinized very carefully.  Variances from any aspects of this physical access 

controls and security management system design standard will only be allowed 

with the explicit written consent of the District. 

G. Security Systems Integrator 

1. Integrator firms minimally provide the “parts and smarts” for the ACAMS 

system.  They may sell the parts to a C-10 electrician who then installs the parts 

and wires them, and then the Integrator simply provides the programming of 

those devices (smarts).  Integrators may also install the entire system (parts, 

smarts and wiring). 

a) In order to ensure that an Integrator is able to provide the level of service 

that the District requires, there are a number of qualifications that must be 

met.  The District may, at its discretion, make exceptions based on 

demonstrated strengths in one area that outweigh a deficiency elsewhere. 

b) Documentation demonstrating compliance with the following criteria must 

be provided as a submittal prior to any work being done by the Integrator 

2. Required Qualification Criteria: 

a) Personnel must have successful experience and demonstrated knowledge, 

skill and ability in working on a Software House ACAMS at the Global 

level.  Personnel must also reside in the District’s service area.  Resumes of 

the proposed Project Manager, General Foreman, and Lead Technician(s) 

indicating role, years of experience, tenure, product certifications and 

training, listing of similar projects the individual performed in the role 

proposed for this project, along with client contact information for each shall 

be reviewed by the District to ensure proposed personnel are qualified.  In 

addition, each proposed technician’s Software House Enterprise level 

certification or other proof of factory training must be provided; this 

requirement ensures that the manufacturer has certified that the technician is 

trained in Enterprise level Software House ACAMS installations. 

b) Integrator firms must be an authorized dealers for Software House, allowing 

the firm to act as a reseller, installer, and warranty provider of the Software 

House security system at the Enterprise Level.  Certifications from Software 

House for lower tiered product offerings are not acceptable.  This 

requirement ensures that the manufacturer has qualified the Integrator to 

conduct business at the Enterprise level that is installed across the District. 
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2.0 ACCESS CONTROL AND ALARM MONITORING SYSTEM (ACAMS) 

2.1 Overview 

The District selected Software House as its access control system provider.  All district 

security projects must utilize this system to provide commonality in access card formats, 

system monitoring/reporting capabilities, and District-wide programming standards.  

 

Each campus will include a Software House system comprised of access control panels, card 

readers, power supplies, access control cards, and interfaces to electrically controlled locking 

hardware. The individual campus control panels connect to the Enterpise Software House 

server software via the District LAN/WAN.  The District IT department will provide and 

support application servers and District workstations including video badging workstations.  

The individual campus IT departements will support their respective security workstations.  

Police Services will manage the security system software on both the District and campus 

levels.  Refer to the specific sections in the Design Specifications for recommendations 

regarding specific security products.  

 

The District requires card readers capable of reading proximity and iCLASS dual technology 

access cards.  All District security projects must utilize standardized control panels and a 

commpon manufacturer for card readers to ensure commonality in system performance, 

system monitoring/reporting capabilities, and District-wide programming standards.  The 

District uses standard 125KHz proximity access control cards.  The design for new projects 

should account for the use of 13.56 MHz “Smart” cards in the future.  This will include 

memory/storage capabilities to support future applications including logical access, biometric 

templates, and debit card capabilities. 

2.2 Application 

A. ACAMS controls access into the buildings and select interior doors.  Intrusion 

alarm monitoring comprised of door contacts, motion detectors, and duress 

buttons also monitored on the ACAMS system via integration with the IDS alarm 

panels. 

B. ACAMS electronic locks are used on doors that are deemed critical to security of 

expensive assets subject to a high possibility of theft, confidential records, or 

other areas of critical nature.  These doors are typically locked at all times by the 

ACAMS. 

C. ACAMS locks may also be used on doors that are not deemed “critical”, but have 

other operational requirements that make ACAMS a good solution, such as 

building entrances.  These doors are locked or unlocked based on a programmed 

schedule 

D. Doors specified to have electronic access control must tie into the College’s 

existing Software House ACAMS.  Create schedules to automate the opening and 

closing of the building including unlocking doors, bypassing alarms and enabling 

the auto operator at main entrances 

E. No other security systems may be used in lieu of or in addition to the Software 

House ACAMS. 

F. Card readers and card readers with integrated keypads are generally not used at 

the District at this time. 

G. Interconnect ACAMS to auto operators for secure after hour’s operation 
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1. Interlock exterior ADA push plates (or motion sensor) with aux relay on local 

lock power supply. 

2. When door is locked exterior push plate (or motion sensor) is disabled 

3. When door unlocked, even momentarily, ADA push plate (or motion sensor) is 

enabled. 

H. Security enclosures require tamper switches monitored by the ACAMS.  

Supervision of power supplies and batteries is required. 

I. Utilize stranded, plenum-jacketed cable and route on dedicated security J-

Hangers through the building’s accessible ceiling.  Home run cable to nearest 

security equipment hub typically located in telecommunications rooms.  Do not 

share conduits with fire alarm or telecommunications systems.  Utilize plenum 

jacketed cable when required. 

J. Reference Specifications for additional application requirements. 

2.3 ACAMS Door Typology 

Table 2.3 lists standard ACAMS door typology used by the District.  Each typology has an 

identifying number used to indicate the door’s security function.  All types include intrusion 

monitoring.  When programming ACAMS design with end-user groups, use the Districts 

door typology as a starting point. 

 
Door 

Type Description How it Works 

1 

Card Reader Door with 

Standard Proximity Reader (no 

keypad) 

Can be programmed to unlock/lock 

on a schedule.  When not scheduled 

unlocked, a card or fob must be 

presented to unlock the door. Door 

includes capability to disable card 

reader by using a push button or 

other override device on opposite 

side on interior of door. Activation 

of the push button or override device 

generates an alarm event and locks 

the door. 

2 
ADA Card Reader Door with 

Standard Proximity Reader 

Uses a card reader, like “1”, but in 

conjunction with an automatic door 

operator.  

3 Scheduled Unlock Door 

Automatically locks or unlocks on a 

schedule that has been programmed 

into the ACAMS. Door includes 

capability to lock the door by using 

a push button or other override 

device on opposite side on interior 

of door. Activation of the push 

button or override device generates 

an alarm event and locks the door. 

4 
Monitored Door with 

Authorized Exiting 

Allows for egress without an alarm, 

no re-entry through these doors, 

typically no exterior trim on this 

type. 

4.1 
Emergency Exit Door with 

Local Alarm 

Monitored like “4”, exiting through 

this door will set off an audible 

alarm near the door as well as at the 

ACAMS and IDS. 

4.2 
Emergency Exit Door with 

Local Alarm 

Monitored like “4”, exiting through 

this door will set off an alarm at the 

ACAMS and IDS. 
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5 

In/Out Standard Proximity 

Reader with Door Management 

Alarm  

A card or fob must be presented to 

use this door to exit or enter, 

otherwise an audible alarm near the 

door will sound. 

6 
Proximity Reader Sliding 

Storefront 

Card reader outside to enter, 

momentary key switch inside to exit, 

magnetic lock on the first sliding 

panel. 

Table 2.3:  ACAMS Door Type Naming Convention 

 

 

The District security standard shall provide card readers at the following locations: 

 

� Main perimeter entry/exit doors.  

� Exterior elevator hall call buttons 

� Other perimeter doors frequently used by staff 

� MDF, IDF, and data rooms  

� Lecture halls, laboratories, and rooms with high-value instructional technology 

� Staff administrative spaces including: Administrative Offices, Accounts Receiveable, 

Financial Aid, Counseling, and Information Services Departments 

� Other rooms where staff handle or store cash and other assets 

� Smart classrooms and computer labs 

 

Refer to the Electronic Security Device Matrix for additional security information. 

2.4 Programming 

A. The District, College CM, Design Engineer, and Contractor shall hold a meeting 

prior to the completion of construction to discuss the programming criteria and 

access to the District head end.  Discuss the following topics 

1. Door Names 

2. Device Names 

3. Alarm groups 

4. Schedules and time codes 

5. Action/responses from individual input points 

6. Action response from card commands 

7. Alarm groupings for programming and reporting 

B. Contractor shall program and setup all system hardware such that no additional 

programming other than entering new access cards, time codes, and adding doors 

to existing access privilege groups is required 

C. Program any Type 3, scheduled unlock doors which access the same space as a 

Type 1 or 2, card reader door to unlock with when the space is switched to an 

unlocked/disarmed state via card reader conditional comands. 

D. Program the ACAMS software to make conditional commands a control panel 

function instead of a server function.  Conditional “if” statements shall have up to 

eleven “then” commands. 



Contra Costa Community College District - Security Design Guidelines  

Page 7 of 9 

 

   

2.5 Coordination 

A. The ACAMS can interface many different disciplines making coordination 

extremely important.  Reference all other disciplines covered in these documents 

and coordinate ACAMS requirements for each project.  Attend design team 

coordination meetings during design and hold a construction kick off meeting at 

the start of construction. 

B. Refer to Paragraph 5.0, Coordination below for additional information. 

2.6 Commissioning and Closeout 

A. Refer to Paragraph 6.0, Testing, below for additional information. 

3.0 INTRUSION DETECTION SYSTEM (IDS) 

3.1  IDS Overview 

The District selected Digital Security Controls (DSC) as its IDS for integration with the 

Software House access control system. The IDS is required to send security system alarms 

and alarm events to District and Campus selected listed Central Alarm Monitoring Station 

(CAMS). All security system devices monitored by the IDS are capable of being sent to the 

CAMS and have secondary monitoring through the ACAMS. 

 

Help/duress buttons located at the public interaction desks and cash transation counters are 

wired directly to the IDS. The IDS system shall integrate to the ACAMS system to ensure 

that activation of a help/duress button reports to the ACAMS and IDS. The IDS includes a 

keypads located near main entry portals and also mounted on the cover of the control panel 

located in the designated telecommunication room. The keypad will allow activation, 

deactivation, and programming of the IDS system.  Software integration will also allow the 

ACAMS to arm and disarm alarm partitions through the use of specific credentials or through 

the ACAMS workstation. 

3.2 Application 

Alarm initiating devices connected to the IDS are monitored via software thorugh the 

ACAMS.  Each security device is monitored through the ACAMS server and logged in the 

software.  The District security standard shall provide alarm devices at the following 

locations: 

 

� Building perimeter consisting of all perimeter door contacts.  

� Building perimeter spaces with exterior glazing include motion sensors within the space. 

� Areas with assets and/or critical information consisting of alarm contacts on door to the 

space and motion sensors 

� Duress buttons at cash transaction counters and other high-risk locations 

3.3 Programming 

Program the IDS to transmit help/duress button activations and forced door alarms to the 

CAMS at all times (24hrs/7days).  Other alarm monitoring devices such as motion detectors 

and non-emergency exit-only doors will transmit alarms to the ACAMS when the IDS is 

activated.  All security alarms report to both systems (ACAMS & IDS) through software 

integration.  Review IDS schedules for each project with the campus project manager for 

specific operational requirements. 

 

Refer to the Electronic Security Device Matrix for additional security information. 
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3.4 Coordination 

A. The IDS interfaces with different disciplines, including door hardware, electrical, 

and campus IT, making coordination extremely important.  Reference all other 

disciplines covered in these documents and coordinate the IDS requirements for 

each project.  Attend design team coordination meetings during design and hold a 

construction kick off meeting at the start of construction. 

B. Refer to Paragraph 5.0, Coordination below for additional information. 

3.5 Commissioning and Closeout 

A. Refer to Paragraph 6.0, Testing, below for additional information. 

4.0 VIDEO SURVEILLANCE SYSTEM (VSS) 

4.1 VSS Overview 

The Distrcit requires a video recording and viewing software platform which integrates with 

the ACAMS via software interface.  The District and individual campus security projects 

must utilize a consistent system to provide commonality in recording and viewing formats, 

along with District-wide programming standards.  The video surveillance system will include 

monitoring client workstations utilized by Police Services on each campus. 

 

The District selected to use megapixel color cameras with vari-focal lens for both interior and 

exterior locations. While current specifications reflect a few IP camera manufacturers, any 

comparable performing PoE IP camera may be acceptable for use upon review by the District 

and respective college campus IT department. Note that on typical new construction projects, 

the telecommunication contractor will provide IT cabling. This ensures that all IT cabling 

provided for the project falls under the certified IT structured cabling system.  Please review 

District and specific campus IT standards as they relate to the VSS.. 

 

The District and individual campus IT departments will provide and maintain the required 

network video servers.  These network videor servers will reside in a centralized 

telecommunications or server room on each campus.  The existing server capacity shall be 

reviewed during the design and implementation of security cameras on every project. 

 

4.2 Application 

The District security standard advises to provide VSS cameras at the following locations: 

� Main entry/exit doors  

� Other perimeter doors including fire stairwell and exit-only doors 

� High traffic or high value interior locations and corridors 

 

Refer to the Electronic Security Device Matrix for additional security information.  Also note, 

do not locate cameras to allow the viewing of staff or students within standard classrooms.   

4.3 Coordination 

A. The VSS interfaces heavily with the district and campus IT Department, making 

coordination extremely important for a successful installation.  All projects will 

utilize existing central servers while large projects will require the installation of 

additional storage to existing servers to support the processing and storage 

requierments for the network video recorder software.  The owner’s IT 

department will provide the centrally located server. 
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B. Reference other disciplines covered in these documents and coordinate the IDS 

requirements for each project.  Attend design team coordination meetings during 

design and hold a construction kick off meeting at the start of construction. 

C. Refer to Paragraph 5.0, Coordination below for additional information. 

4.4 Commissioning and Closeout 

A. Refer to Paragraph 6.0, Testing, below for additional information. 

5.0 COORDINATION  
This design guideline document identifies general information required for implementation of new 

security work on any District facility. A significant amount of detailed coordination work is required 

for a completely functional and operational installation at a new location. Following is a list of some 

of the specific coordination activities required.  Additional security coordination items are indicated 

in the following Security Design Coordination document. 

 

� Coordinate with door and hardware specifier to ensure proper door preparation, voltages, and 

divisions of work.  

� Electrical power locations for ACAMS and IDS control panels.  

� Coordination with local Authority Having Jurisdiction (AHJ) regarding building fire alarm 

system interfaces, and local code requirements including  Emergency Door releases and 

intercoms.  

6.0 TESTING  
The purpose of system commissioning and closeout is to ensure the security system operates properly 

when it is needed most.  Security systems are very complex from both equipment and programming 

standpoints, and thorough testing is necessary to ensure correct operation prior to the building’s 

occupancy. 

 

The local security system integrator is required to perform 100% pre-functional testing of the 

ACAMS, IDS, and VSS prior to requesting witnessing of final acceptance testing by the District or 

their designated representative.  The Contractor should be present and demonstrate the security 

system functionality during the punch walk.  Refer to individual specification sections for specific 

testing/commissioning requirements.  Refer to security system commissioning specification 28 08 00 

for specific closeout procedures. 
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Card
2 

Reader

Sched 

Electric 

Lock

Entry 

Intercom 

Alarm 

Contact

Arming 

Station

Keypad
3

Audible 

Local 

Alarm

Duress 

Button

Motion 

Detector

Fixed 

Camera

Multi 

Sensor 

Camera

Site

Vehicle Entry Points � �

Pedestrian Entry Points � �

Staff & Student Lots � �

Student Assembly Areas � �

Critical Circulation Areas � � Trouble areas on campus

Building Perimeter

Main Perimeter Entry � � � � � �

Perimeter Entrance � � � � � �

Employee Entrance � � � �

Emergency Exit-Only � � �  

Perimeter Exit-Only � � Include request-to-exit

Util Ent. w/ Bldg Access � � �

Util Ent. w/o Bldg Access �

Rooms w/ Window � �

Loading Dock � � � � � If applicable

Building Interior

Cashier/Cash Handling � � � � �

Student/Staff Counters � � �

High Value Asset Areas � � � � � �

Counseling Entrance � � �

Telecom Rooms � �

Additional Interior

Tiered Lecture Halls � �

Staff Work Areas � �

Smart Classrooms � � � � Card reader on one door

Computer Labs � � � � Card reader on one door

Instructional Labs � � � �

Corridors Adjacent to High 

Value / Sensitive Areas / 

Labs

� � � � �

Access Control Alarm Monitoring CCTV

Electric Security Device Application

New Project Security System Standards

Security Device Matrix

1 of 2



Notes:

1. (�) Indicates an optional requirement.  Determine requirements based on specific project requirements.

2. Card reader consists of magnetic door contacts, request-to-exit, and electrified locking hardware interface.

3. Alarm Arming Station Keypad only required if building/area does not have ACAMS present with alarm integration.

4. Where applicable, include Automated License Plate Recognition Camera at vehicle entry points.

Security Device Matrix

2 of 2



 

Contra Costa Community College District 

Security Design Coordination 

 

1.0 INTRODUCTION  

1.1 Scope 

The scope of this design guideline coordination document includes the following 

information and should supplement the previous Security Design Guideline 

segment: 

A. Architectural, Structural, Electrical, Mechanical, Elevator, and 

Telecommunication coordination and design requirements required to 

support the physical access control and security system during 

implementation. 

1.2 Arrangement of Information 

This document is arranged by design disciple.  Best practice has the Architect 

and Design Engineers reading the entire document and related items within the 

security guidelines binder.  The design team should review the specific sections 

related to their discipline and how this affects their work. 

2.0 ARCHITECTURAL 

2.1 Equipment Rooms 

A. Coordinate the locations of security equipment panels in telecommunications 

rooms with the campus IT department, unless space constraints do not allow.  

Wall mount panels to plywood backboard and coordinate space requirements 

with telecommunication contractor with acceptance by campus IT 

department.  Verify at least one segment of 4’ wide x 8’ high plywood is 

reserved in each typical telecommunication room for security equipment.  

Depending on the magnitude of the project, some installations will require 

more wall space.   

B. Coordinate rack space for network security equipment.  Take security 

equipment into consideration when sizing the telecommunication rooms.  

Some projects may require more rack space than others depending on the 

quantity of security devices. 

C. When space constrains do not allow for security equipment panels in the 

telecommunication rooms, locate equipment in spaces suitable for low-

voltage equipment.  Spaces shall be free from moisture, excess dust & dirt, 

and secured from the general public.  Equipment panels shall mount to 

plywood backboard following the same requirements in telecommunication 

rooms. 

D. Typically telecommunication rooms and rooms with extremely critical 

infrastructure receive a card reader and associated security hardware. 

2.2 Doors and Hardware 

A. Exterior Door ADA Interface Requirements 
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1. The District is committed to providing access for our disabled community 

and when appropriate will implement beyond code requirements.  As an 

example, auto operators at the major entries to each building may be 

provided even if not required. 

a) Operators shall be furnished with three-position rocker switches 

(on/off/hold open). 

b) Interlock the power assist’s push plate actuators with the ACAMS when 

access control is required such that interior push plates unlock the door 

before swinging the door open.  Exterior push plate actuators will not 

trigger the operator unless the door is in an unlocked state. 

c) In some cases automatic sliding doors with motion sensors may be used 

instead of push plate actuators.  Interface the automatic sliding door’s 

locking mechanism and motion sensor with the ACAMS. 

B. Mechanical Override 

1. Card reader doors must have mechanical lock mechanisms. 

a) ACAMS electronic locks must have a manual override feature that 

allows for access in the event of ACAMS downtime due to extended 

power outages or other system failures. 

b) Card reader doors must be keyed to the College’s master key system.  

Only a high level master should have the capability to unlock card 

reader doors. 

c) Card reader doors must have capability to disable the card reader and 

lock the door from the interior side using an electronic or mechanical 

pushbutton. Disabling the card reader using either method above 

generates an alarm event in the access control system and requires 

electronic reset by the access control system. 

2. This protocol facilitates emergency response, ease of use, departmental 

control, protection of assets, lockout capability and the safety and security of 

faculty, staff and students. 

C. Application 

1. All doors must have mechanical lock mechanisms with key access, unless 

doors are exit only portals where no exterior trim exists. 

a) Locked doors must be keyed to the College’s master key system. 

b) ACAMS electronic locks must have a manual override feature that 

allows for access in the event of ACAMS system downtime due to 

extended power outages or other system failures. 

2. This protocol facilitates emergency response, ease of use, departmental 

control, protection of the District’s assets, and the safety and security of 

faculty, staff and students.  No exceptions to this protocol are allowed. 
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2.3 Rated Doors and Frames 

A. New Construction 

1. Factory prepare fire rated assemblies for security devices by the 

manufacturer prior to installation.  Factory-prepared doors should be ready 

for electrified locks via a transfer hinge and a factory-prepped cored chase 

for wiring to the lock.  No modifications to door or frame are allowed in the 

field.  Field modifications void rating and require replacement of the entire 

rated assembly. 

B. Renovation 

1. Existing rated assemblies use a different modification approach.  Utilize tape 

wire around the edge of the door from the electrified hinge to the electrified 

lockset instead of drilling through the door.  Create a notch 3/4" wide by 

1/4" deep around the edge of the door for the tape wire.  Backfill notch and 

conceal tape wire with additional wood to match original finish. 

2. Coordinate color of security devices on walls and ceilings to best match the 

mounting surface finish.  Devices should not stand out.  This applies to 

security field devices such as card readers, request-to-exit sensors, contacts, 

glass break sensors, and camera housings. 

3.0 STRUCTURAL 

3.1 New Construction 

A. Seismic Bracing of Security Equipment Racks, in Telecommunications 

Rooms 

1. Equipment racks, possibly both floor-mounted and wall-mounted, will be 

installed into Telecommunications Rooms. 

2. The Structural Engineer shall be responsible to confirm the seismic bracing 

designs (including structural calculations and details as required by the 

Project), and provide recommendations as necessary.  

3.2 Renovation 

A. Floor Anchoring for Equipment Racks  

1. Floor-standing equipment racks and cabinets shall be anchored to the 

structural floor via devices pre-approved by DSA.  Examples of such 

devices include Hilti Kwik-Bolt 3.  The structural engineer shall determine 

the applicability of the anchoring device set in the floor system, including 

minimum embedment depth. 

B. Wall Anchoring for Equipment Racks and Cabinets 

1. Wall-mounted equipment racks and cabinets shall be anchored to the wall 

via fasteners pre-approved by Division of State Architect (DSA).  Examples 

of such fasteners include woods screws into plywood backboard and 

expansion anchors into concrete wall.  
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2. The structural engineer shall determine the applicability of the fasteners 

depending upon the mounting substrate, including minimum embedment 

depth. 

C. Typical Fasteners 

1. The Chart 3.1 is a guide to the fasteners generally approved for mounting 

backboards, equipment, etc. 

Wall Type Fastener Required 

Concrete Wall TAPCON, 3/16" x 1¼" with 1" min embedment 

CMU Wall TAPCON, 3/16" x 1¼" with 1" min embedment 

Metal Stud Framed Wall, 1 

Layer Gypsum 

Into metal stud:  no. 8 x 2" self-tapping metal screw 

for metal studs 

Into gypsum wallboard:  Toggler toggle bolt BA 

(3/16" x 24) 

Wood Stud Framed Wall, 1 

layer Drywall 

Into wood stud:  no. 8 x 2" wood screw 

Into gypsum wallboard:  Toggler toggle bolt BA 

(3/16" x 24) 

Plaster Wall Toggler toggle bolt BA (3/16" x 24) 

Plywood Backboard no. 8 x 2" wood screw 

Chart 3.1 - Approved Fasteners Chart 

4.0 ELECTRICAL 

4.1 Power Requirements 

A. Security Equipment Hubs 

1. Coordinate power at each wall-mounted security equipment hub location, 

typically in the telecommunication rooms.  Provide two 120 VAC, 20 amp 

dedicated circuits to each security equipment hub location.  Connections to 

security equipment transformers or power supplies are hardwired unless a 

receptacle is specifically indicated. 

2. Network Video Recorders (NVR) require one 120 VAC, 20 amp dedicated 

circuit.  NVR’s are typically rack-mounted units.  Verify load on new or 

existing UPS power supplies can accommodate NVRs.  If centralized UPS 

power is not available, provide a rack-mount dedicated unit.  Coordinate 

exact power requirements and locations. 

B. Locking Hardware 

1. Review door locking hardware requirements on the latest door hardware 

schedule.  Verify if any hardware requires a local power supply or booster, 

such as a Von Duprin PS 873, provided by the door hardware installer.  

Power supplies are cabled no further than 25 feet from the electrified lock.  

Provide hardwired 120 VAC to each lock power supply. 

C. Field Devices 

1. Coordinate power at field locations for remote security device power 

supplies. 
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a) Review site security requirements and provide a 120 VAC, 20 amp 

circuit to each remote security power supply location.  Security power 

supplies used to power cameras, detection devices, or remote security 

panels.  Obtain locations from security Design Engineer. 

b) Provide power to any vehicular gate operator system.  These are 

typically not provided by the security Design Engineer or Integrator but 

may interface the ACAMS in several ways. 

4.2 Pathways 

A. Horizontal 

1. Horizontal pathways consist of device boxes, conduit, j-hangers, and cable 

tray used to home run the security cable from each device to the closest 

telecommunication room.  Security equipment typically requires a 4-square 

device box installed on a wall or ceiling.  Conduit is run from the device to 

the closest accessible ceiling or directly into a cable tray when tray is 

utilized.  Dedicated security j-hangers are used in accessible ceilings to 

support all security cable.  Coordinate main j-hanger runs with other trades 

to minimize interference issues.  Pathways shall be concealed in walls and 

accessible ceiling spaces wherever possible. 

2. Site conduit for remote security devices such cameras shall be coordinated 

with the security system Design Engineer, Civil Engineer, and 

Telecommunication Engineer.  Plan for conduits to run underground in a 

joint trench into the closest telecommunications equipment room. 

3. Elevator Demarcation: In some cases where card access is required on an 

elevator, conduit is required between any elevator termination enclosures 

and the ACAMS equipment panels.  The elevator termination enclosure is 

the termination point between the ACAMS and elevator controller.  Refer to 

article 6.0 for additional requirements. 

B. Riser/Equipment Rooms 

1. Security equipment hubs should utilize a 6” high x 6” deep x 4’ long screw 

cover metallic raceway above security equipment hub locations.  Sizing of 

the raceway will vary from project to project.  Provide EMT conduit from 

the security equipment hub raceways to the low voltage cable trays within 

the room or directly out of the room, to the nearest accessible ceiling for 

security devices located on the same floor.  

4.3 Fire Detection/Life Safety 

A. Means of Egress 

1. When required by code, provide output from the fire alarm system to any 

ACAMS controlled door that falls in a path of egress.  Connect the output 

directly to the ACAMS panel that controls these specific doors.  ACAMS 

shall be programmed to unlock certain doors for egress in the event of a fire. 

B. Magnetic Door Holders 

1. Classrooms and instructional labs may have doors outfitted with hardware 

that allows it to be held open. 
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a) If the door is in a fire corridor, a magnetic door holder shall be tied into 

the fire alarm system to release the door during a life/safety event. 

b) If the door is not in a fire corridor, a mechanical door holder may be 

used.  However, mechanical door holders shall not be installed on doors 

with ACAMS; in these instances, use a magnetic door holder tied to the 

ACAMS (but not the fire alarm) system, or a door closer with an 

electronic hold open. 

C. Corridor Separation doors should be outfitted with hardware that allows the 

doors to be held open. 

1. If the corridor separation doors are not in a fire corridor, they can be 

outfitted with a mechanical door holder.   

a) The exception to this is if the doors are to be used to secure part of the 

building off for operational purposes; in that case, magnetic door 

holders must be used and tied into the ACAMS to release and secure the 

corridor at the programmed time. 

2. If the corridor separation doors are fire doors, the magnetic door holders 

shall be tied into the fire alarm system.   

a) If the doors are to be used to secure an area of the building off, then the 

magnetic door holders must also be tied into the ACAMS to release at 

the programmed time. 

 

5.0 MECHANICAL 

5.1 Equipment rooms 

A. Security equipment generates heat and may require cooling depending on the 

type of equipment.  Wall-mount equipment such as access control panels and 

power supplies don’t create as much heat as network video recorders.  

Calculate heat load for security equipment and coordinate with 

telecommunication engineer if equipment is located in a telecom room.  

These rooms typically have some form of environmental cooling. 

6.0 ELEVATOR 

6.1 Applications 

A. In-Cab Reader 

1. When specific floors require restricted access, interface ACAMS to the 

elevator controller to disable and enable specific floor select buttons.  

Surface mount card reader in the elevator cab either above or below the floor 

select buttons.   Coordinate exact location with Owner and Design Team.  

Coordinate card reader cable requirements for the traveler cable and 

terminate cable to an elevator demarcation enclosure. 

B. Hall-Call Reader 
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1. When elevator access is restricted on a specific floor by the ACAMS, a card 

reader shall be located adjacent to the elevator hall-call button.  ACAMS 

should interface the elevator controller to disable the call button.  Coordinate 

output from ACAMS to location of elevator demarcation enclosure. 

C. Elevator Machine Room Connections 

1. Cables from the elevator cab and controller do not terminate directly on 

ACAMS control panels.  The elevator contractor or electrical contractor 

shall provide a demarcation enclosure with terminal strips for interface to 

ACAMS.  This enclosure is usually mounted in a coordinated accessible 

space, just outside the elevator machine room.  Conduit is required between 

the enclosure and both the elevator controller and the ACAMS equipment 

panels.  Conduit sizing will vary depending on the level of ACAMS 

integration on each project. 

2. Provide demarcation terminal strip.  Coordinate with the elevator contractor.  

Terminate ACAMS cabling to one side of the terminal strip.  The other side 

of the terminal strip is used for the elevator controller interface wiring 

terminated by the elevator contractor. 

7.0 TELECOMMUNICATIONS 

7.1 Network Connections 

A. Connection to the District/Campus network is required at each ACAMS 

security equipment hub for primary communications to the existing District 

ACAMS server.  This is typically a TCP/IP 10/100/1000 BASE-T 

connection.  Provide active network port and coordinate IP address to 

security contractor. 

B. Cameras will typically require one TCP/IP 10/100/1000 BASE-T connection 

to communicate back to the District/Campus network.  Provide active 

network port with PoE for each camera location and coordinate IP addresses 

with security contractor. 

C. IDS panels require one TCP/IP 10/100/1000 BASE-T connection for 

integration with the ACAMS server for local alarm monitoring.  Coordinate 

active network port and coordinate IP address to security contractor. 

1. IDS panels may require a second TCP/IP address if the District migrates to 

network based central station monitoring.  Confirm network connections 

based on current project requirements. 

D. Classroom and spaces with no telephones require one TCP/IP 10/100 /1000 

BASE-T connection for District Standard Emergeny Notification System. 

Coordinate termination of TCP/IP connection with Emergency Notification 

System provider. 

7.2 Voice Connections 

A. Intrusion alarm/detection panels (IDS) require an analog phone line to 

communicate with an offsite central station.  Provide an analog phone line to 

security enclosure for the IDS communications for after hours alarm 

monitoring. 
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PART 1 - PROJECT OVERVIEW 

 As part of this [remodel/new construction] project, Contra Costa Community College District (CCCD) wishes to 

incorporate their new District wide security system. This Request for Proposal document and associated bid form, 

drawings, specifications, unit price sheet, base building work rules and general contractor insurance requirements are 

provided to solicit a complete and competitive bid from authorized Software House dealers for this work.  

SECURITY CONTRACTOR SELECTION PROCESS  

1.01 Schedule of Events: 

A. Date to be determined 

 RFP documents sent to selected bidders 

B. Date to be determined 

Mandatory pre-bid site walk General Contractor, (time to be determined) at the job site. 

C. Date to be determined 

Deadline for any final contractor requests for information (RFIs) needed to complete their response to the 

RFP.  Email RFIs to General Contractor and cc: [Respective campus PM contact information], all 

questions must be in writing.   CCCCD will provide responses to questions by the close of business on the 

date to be determined. 

D. Date to be determined 

Contractors submit RFP responses by noon on date to be determined.  

Bid Interviews may be held during the evaluation period.  The bid interview schedule will be determined at a 

later time. 

E. Date to be determined 

General Contractor [or CCCCD] to award security project to winning bidder 

1.02 Bid Documents  

A. RFP Document Date 

B. Project schedule dated Project Date 

C. Project drawings dated Project Date 

D. Project specifications dated Document Date 

E. Unit Price Sheet dated Document Date 

F. Base Building work rules dated Document Date 

G. General Contractor insurance requirements (Issued by General Contractor during Bid Walk) 
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PART 2 - CONSTRUCTION SCHEDULE 

2.01 Contractor is to coordinate with General Contractor and Contra Costa Community College District to meet construction 

timelines for the project. 

2.02 See attached Construction Schedule for project milestones and deadlines.  

PART 3 - SPECIFIC REQUIREMENTS 

3.01 Forms:  Each proposal shall be made on the Bid Forms prepared by the Engineer and shall be submitted electronically via 

email.  Where sufficient space is not provided in the forms for a complete answer, supplemental sheets shall be used and 

attached to the proposal. 

3.02 Delivery of Proposals: Proposals shall be delivered electronically before time and date to be determined (fax is not 

acceptable).  It is the sole responsibility of the Bidder to see that their proposal is received in proper time.  Any proposal 

received after the scheduled closing time for receipt of Proposals shall not be considered.  

3.03 Withdrawal:  Any Bidder may withdraw his/her Proposal, either personally or by telegraphic or written request, at any time prior 

to the scheduled closing time for receipt of Proposals. 

3.04 Award or Rejection: The contract will be awarded to the best-qualified responsible Bidder complying with these instructions.  

CCCCD reserves the right to reject any or all Proposals or to waive any formality or technicality in any Proposal in the interest of 

CCCCD.  No Bidder may withdraw his Proposal for a period of 30 days after the date of opening thereof. 

3.05 Interpretation of Documents: If any person contemplating submitting a Proposal is in doubt as to the true meaning of any part of 

the Contract Documents, they may submit to CCCCD/Engineer a written request for an interpretation or correction thereof.  The 

person submitting the request will be responsible for its prompt delivery.  Any interpretation or correction of the documents will 

be made only by Addendum duly issued and a copy of the Addendum will be faxed or delivered to each person receiving a set 

of the Request for Proposal.  Neither CCCCD nor the Engineer will be responsible for any other explanations or interpretations of 

the technical specifications and drawings.  The written interpretation by the Engineer or CCCCD shall be final. 

3.06 Addenda:  Any addenda issued during the time of preparation of the Proposal, shall be covered in the Proposal, and shall be 

made a part of the Contract.  Receipt of each addendum shall be acknowledged in the proposal. 

PART 4 - PROPOSAL SUBMISSION 

4.01 Submit proposal to each of the following people: 
To:  General Contractor Contact Person 

General Contractor 
(XXX) XXX-XXXX phone  
TBD@TBD.com 

 
cc:  Contra Costa Community College District Representative 

Contra Costa Community College District 
email@4CD.edu  

 
[Name of Campus] District Representative (if applicable) 
Contra Costa Community College District 
email@4CD.edu  
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PART 5 - STIPULATED AMOUNTS 

 The Undersigned hereby proposes and agrees to provide a completely operational and functional security system for CCCCD 

in accordance with the conditions and requirements outlined in this Request for Proposal for the following stipulated 

amounts. A completely functional system includes all required equipment, materials, labor including programming and 

training, software, coordination, submittals including detailed drawings and project management even if not specifically 

detailed in bid documents.  

The bidder is required to document in writing any exclusions, exceptions, or errors that may impact the projects 

schedule or price. All security work is assumed to be included by the contractor. Failure to document any exclusions, 

exceptions, or errors will result in the contractor providing the additional work at no additional cost to CCCCD.    

 Note: Prices quoted shall include all charges, i.e. permit fees, includes tax, shipping, job expenses, permits, overhead, and 

profit, etc.  All line items must be filled in. 

 

5.01 Base Bid; Security System  

 

 Materials  Labor  Tax  Total  

Access Control System     

Intrusion Detection System     

Video Surveillance System     

Total      

Year 2 M/A      

Year 3 M/A     

Year 4 M/A     
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5.02 Change Order Pricing 

Change order pricing is for all work outside of the scope of the construction documents.  This pricing shall be used 

for change order pricing during this contract that is not covered under Unit Pricing. Change order pricing shall also be 

valid for one year from the date of bid award.  

Provide material and labor rates for the following: 

Material Mark Up   Project            %   Change Order  % 

Hourly Rates  Normal  Overtime  Weekend  Shift 

Project Manager          

Lead Forman          

Installer           

All change orders shall be performed on normal time.  The contractor shall add crew to complete change orders if 

required.    Overtime work will be evaluated approved on a case-by-case basis by CCCCD. 

PART 6 - SUPPLEMENTAL INFORMATION 

6.01 Bill of Materials 

A. Contractor shall attach a copy of the Bill of Materials for the project listing product description, model#, manufacturer 

and quantity. 

6.02 Project Team 

A. Contractor shall attach a resume for each individual specified below. 

 Sales/Account Manager: _____________________________    

 Project Manager:  ______________________________    

 Lead Forman:  ______________________________    

 

6.03 Certifications 

Please attach a copy of the manufacturer’s certification or provide letter from manufacturer confirm that the 

bidder is an authorized dealer of the specified products and the listed team members are certified in installation 

and repair of the specified products.  

Insurance 

See attached insurance requirements and provide written proof of required coverage’s. 

6.04  Specifications  

 The Undersigned hereby acknowledges receipt of the following Specification Sections: 

Section 28 00 00, Section 28 05 13, Section 28 05 53, [Section 28 08 00, Section 28 13 00, Section 28 23 00, TBD] 
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PART 7 - DRAWINGS 

The Undersigned hereby acknowledges receipt of the following Drawings: 

Drawing sheets: 

Drawing sheets to be determined 

 

ADDENDA 

 The Undersigned hereby acknowledges receipt of the following Addenda: 

Addendum Number     Dated 

__________________________   ____________________ 

__________________________   ____________________ 

__________________________   ____________________ 

PART 8 - Exclusion, Exceptions, or Error  

8.01 Document any exclusions, exceptions, or errors:  

  

  

  

  

  

  

  

  

PART 9 - Value Engineering Ideas  

9.01 The Contra Costa Community College District team is open to value engineering ideas that will save the Owner money and/or 

improve the operation of the proposed security system installation. Please provide any recommendations for our review.  
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PART 10 - THE PRECEDING PROPOSAL IS HEREBY RESPECTFULLY SUBMITTED BY 

10.01 I understand that the Owner reserves the right to reject this bid, but that this bid shall remain open and not be withdrawn for a 

period of thirty (30) days from the date prescribed for its opening. 

10.02 If written notice of the acceptance of this bid is mailed or delivered to the undersigned at any time before it is withdrawn, the 

undersigned will execute and deliver to the Owner Proof of Insurance coverage within five (5) days after notification of this bid. 

10.03 Notice of Acceptance, or request for additional information, may be addressed to the undersigned at the addresses set forth 

below. 

10.04 The names of all persons interested in the foregoing bid as principals are: 

  

  

  

  

Licensed in accordance with the governing country, state, local board, and with License Number  

  

Sign Here:   

   

   

 Signature of Bidder 

 

NOTE: If Bidder is a corporation or partnership, set forth the legal name of the corporation or partnership 

together with the signature of the officer or officers authorized to sign contracts on behalf of the 

corporation or partnership. 

Business Address:    

Telephone Number:   

Date of Bid:    
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� Security System Unit Pricing  

Provide unit pricing to add or delete the following security system devices. 

Include all labor, materials including wiring, conduit and back boxes, software, 

programming, one-year warranty, and updating project As-Built drawings. 

Reference project specifications for individual manufacturer, model number, 

and device requirements. Do not include any hardware or software upgrades to 

head-end equipment and assume sufficient spare capacity to support new work 

on existing access control panels, network video recorders, PoE network 

switches and security system power supplies:     

Access Control System 

1. One software license for “client” access control system workstation.  

Cost to add:     

Cost to delete:    

2. One interior card reader door including card reader, request-to-exit device, 

alarm contact(s), and interface to locking hardware. Do not include electric 

locking hardware.  

Cost to add:     

Cost to delete:    

3. One perimeter card reader door including card reader, request-to-exit 

device, alarm contact(s), interface to locking hardware, and interface to 

ADA actuator or automated door system. Do not include electric locking 

hardware.  

Cost to add:     

Cost to delete:    

4. One scheduled unlock door including request-to-exit device, alarm 

contact(s), and interface to locking hardware. Do not include electric 

locking hardware.  
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Cost to add:     

Cost to delete:    

5. One door alarm contact(s) for security monitored door.  

Cost to add:     

Cost to delete:    

6. One local door alarm management unit and alarm contact(s). Do not 

include electric locking hardware.  

Cost to add:     

Cost to delete:    

Intrusion Detection System 

1. One wall-mounted alarm control keypad. 

Cost to add:     

Cost to delete:    

2. One door alarm contact(s) for security monitored door.  

Cost to add:     

Cost to delete:    

3. One wall/ceiling mounted motion detector. 

Cost to add:     

Cost to delete:    

4. One under-counter duress (Help) button.  

Cost to add:     

Cost to delete:    

Video Surveillance System  

1. One interior fixed IP color camera, including software camera license. 

Cost to add:     

Cost to delete:    

2. One exterior fixed IP color camera, including software camera license.  

Cost to add:     

Cost to delete:    
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3. One interior multi-sensor IP color camera, including software camera 

license.  

Cost to add:     

Cost to delete:    

4. One exterior multi-sensor IP color camera, including software camera 

license.  

Cost to add:     

Cost to delete:    

Security System Training  

1. 4 hours of on site user training  

Cost to add:     

Security System Programming  

1. 4 hours on site programming.  

Cost to add:     

 

� End of Document � 
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SECTION 28 00 00 

BASIC SECURITY REQUIREMENTS 

PART 1 - GENERAL 

1.01 SUMMARY 

A. This Section includes general administrative and procedural requirements for Division 28 and is 

intended to supplement, not supersede, the requirements specified in Division 1. 

B. The requirements described herein include the following: 

1. References 

2. Definitions 

3. System Description 

4. Submittals 

5. Quality Assurance 

6. Project Management and Coordination Services 

7. Product Delivery, Storage, and Handling 

8. Warranty 

9. Maintenance 

C. Products furnished and installed under another section: 

1. 120V power 

2. Conduit and junction boxes 

3. Door hardware 

4. Network Connections 

D. Related Sections: 

1. Consult other Sections, determine the extent and character of related work, and properly 

coordinate work specified herein with that specified elsewhere to produce a complete and 

operable installation. 

2. Section 28 05 13 – Security System Cabling 

3. Section 28 05 53 – Security System Labeling 

4. Section 28 08 00 – Security System Acceptance Testing 

5. Section 28 13 00 – Access Control and Alarm Monitoring System 

6. Section 28 16 00 – Intrusion Detection System 

7. Section 28 23 00 – Video Surveillance System 

8. Earthwork:  Include trenching, backfilling, boring and soil compaction as required for the 

installation of underground conduit, in-grade pull boxes, vaults, and bollard foundations.  

9. Selective Demolition:  Nondestructive removal of materials and equipment for reuse or 

salvage as indicated.  Also dismantling electrical materials and equipment made obsolete 

by these installations. 
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10. Concrete Work:  Include forming, steel bar reinforcing, cast-in- place concrete, finishing 

and grouting as required for underground conduit encasement, pedestal foundations, and 

curbs (also includes saw-cutting of existing slabs and grouting of conduits in saw-cut). 

11. Miscellaneous Metal Work:  Include fittings, brackets, backing, supports, rods, welding 

and pipe as required for support and bracing of raceways, equipment enclosures, cameras, 

and similar devices. 

12. Miscellaneous Lumber and Framing Work:  Include wood grounds, nailers, blocking, 

fasteners, and anchorage for support of security materials and equipment. 

13. Moisture Protection and Smoke Barrier Penetrations:  Include membrane clamps, sheet 

metal flashing, counter flashing, caulking and sealant as required for waterproofing of 

conduit penetrations and sealing penetrations in or through fire walls, floors, ceiling slabs 

and foundation walls.  Tape and make vapor tight penetrations through vapor barriers at 

slabs on grade. 

14. Locking Hardware: Include interface to electronic hardware and door controllers on 

security related doors. 

15. Access Panels and Doors:  Required in walls, ceilings, and floors to provide access to 

security devices and equipment. 

16. Painting:  Include surface preparation, priming and finish coating as required for security 

cabinets, exposed conduit, pull and junction boxes, and devices where indicated as field 

painted in this Division.  Refer to Division 9, Painting. 

17. Elevators: Include interface to elevator floor and hall call on security related elevators.  

1.02 REFERENCES 

A. General 

1. Codes, standards, and industry manuals/guidelines listed by reference, including revisions 

by issuing authority, form a part of this specification section to extent indicated.  

Consider such codes and/or standards a part of this Specification as though fully repeated 

herein.   

2. Standards listed are identified by issuing authority, authority abbreviation, designation 

number, title or other designation established by issuing authority. Standards 

subsequently referenced herein are referred to by issuing authority abbreviation and 

standard designation. 

3. Reference to codes, standards, specifications and recommendations of technical societies, 

trade organizations and governmental agencies shall mean that latest edition of such 

publications adopted and published prior to submittal of the bid unless otherwise 

specifically stated.  

B. Codes:  Perform Work executed under this Section in accordance with applicable requirements of 

the latest edition of governing codes, rules and regulations including but not limited to the 

following minimum standards, whether statutory or not: 

1. California Code of Regulations (CCR): 

a. Title 8, “Industrial Relations” 

1) Chapter 3.22, “California Occupational Safety And Health Regulations 

(CAL/OSHA)” 

b. Title 24, “California Building Standards Code” 

1) Part 1, “California Building Standards Administrative Code” 

2) Part 2, Volumes 1 and 2, “California Building Code” (CBC) 
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3) Part 3, “California Electrical Code” (CEC) 

4) Part 11, “California Green Building Standards Code” (CALGeen)”  

2. National Fire Protection Agency (NFPA) 

a. NFPA 70, “National Electrical Code” (NEC)  

b. NFPA 75, “Protection Of Information Technology Equipment”  

c. NFPA 255, “Standard Method of Test of Surface Burning Characteristics of 

Building Materials”, 2006 

3. National Fire Protection Agency (NFPA) 

a. NFPA 70, “National Electrical Code” (NEC) 

b. NFPA 75, “Protection of Information Technology Equipment” 

c. NFPA 262, “Standard Method of Test for Flame Travel and Smoke of Wires and 

Cables for Use in Air-Handling Spaces”, 2007  

4. International Code Council  

a. International Building Code (2009) 

b. International Fire Code (2009) 

5. National, State, Local and other binding building and fire codes 

6. Code of Federal Regulations (CFR) Title 47 “Telecommunication”, Chapter I “Federal 

Communications Commission (FCC)”: 

a. Part 15, Radio Frequency Devices  

C. Standards:  Perform Work and furnish materials and equipment under Division 137xx in 

accordance with the latest editions of the following standards as applicable: 

1. Underwriter's Laboratories (UL):  Applicable listing and ratings. 

a. UL 294:  Access Control System Units 

b. UL 1076: Proprietary Burglar Alarm Units and Systems 

c. UL 2044  Commercial Closed-Circuit Television Equipment 

1.03 DEFINITIONS 

A. The Definitions of Division 1 apply to the 28xxxx sections 

B. In addition to those Definitions of Division 1, the following list of terms as used in this 

specification defined as follows: 

1. “Owner” : Contra Costa Community College District 

2.  “Engineer”: TEECOM Design Group 

3. “Furnish”: To purchase, procure, acquire, and deliver complete with related accessories. 

4. “Install”: To set in place, join, unite, fasten, link, attach, set up or otherwise connect 

together and test before turning over to the Owner, parts, items, or equipment supplied by 

contractor or others.  Complete installation and make ready for regular operation. 

5. “Provide”:  To furnish, transport, install, erect, connect, test and turn over to the Owner, 

complete and ready for regular operation. 

6. “Connect”: To install required patch cords, equipment cords, cross-connect wire, etc. to 

complete an electrical or optical circuit. 

7. “As directed”: As directed or instructed by the Owner, or their authorized representative. 
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8. “Cabling”: A combination of cables, wire, cords, and connecting hardware (e.g., cables, 

conductor terminations, connectors, outlets, patch panels, blocks, and labeling). 

9. “System”:  The access control, video surveillance, and intrusion detection systems 

10. “SEC”: Security Equipment Cabinet 

11. “SJB”: Security Junction Box  

12. “ACAMS”: Access Control & Alarm Monitoring System 

13. “VSS”: Video Surveillance System 

14. “IDS”: Intrusion Detection System 

1.04 SYSTEM DESCRIPTION 

A. Overview 

1. The Owner intends to construct/renovate a single/multi-level building at Contra Costa 

College / Diablo Valley College / Los Medanos College / District Office / San Ramon 

Valley Campus / the Brentwood Center. 

2. Security at the new facility will consist of [video surveillance, access control and alarm 

monitoring, and intrusion detection systems]. 

3. The System will connect to the Owner’s existing Software House CCure 9000 headend 

located at the District Office over the Owner’s local/wide area network. 

4. Provide a high level of coordination services to ensure the proper installation and 

functioning of the security system. 

5. Coordinate the installation of the security system with other trades. This may include: 

review of other’s subcontractor’s shop drawings, attendance at meetings, providing 

samples for mockup, and preparation & distribution of written documentation. 

6. Refer to Division 1 for detail building description.  

B. Existing Conditions 

1. [Perform a functional test of the existing security devices and provide a written list to the 

Owner and Engineer of deficiencies prior to the commencement of work.  Security work 

not identified assumed as functional and contractor will repair at no additional cost to 

the Owner.]  (only include if reusing existing security equipment with new security work) 

C. Base Bid Work 

1. Access Control and Alarm Monitoring System (ACAMS) 

a. The Owner requires an access control system to automate opening and closing 

of the building, restrict access after hours by cardholder privileges, and monitor 

specific spaces for intrusion. 

b. The ACAMS consists of card readers, control panels, power supplies, 

workstations, alarm monitoring devices, and interfaces to other security 

equipment. 

c. Refer to Section 28 13 00 for detailed description of system.  

2. Intrusion Detection System (IDS) 
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a. The IDS consists of keypads, control panels, duress buttons, alarm monitoring 

devices, and interfaces to other security equipment. 

b. The IDS will communicate with a remote, third-party central station for alarm 

monitoring and contact Police Services during day-time operation and dispatch 

of the local Police Department after hours.  

c. Refer to Section 28 16 00 for detailed description of system.  

3. Video Surveillance System (VSS) 

a. The Owner requires a video surveillance to provide a photographic record of 

access control transactions and alarm events, some real-time monitoring of the 

facility, and integration with the access control and alarm monitoring system. 

b. The VSS consists of a combination of analog and IP cameras, power supplies, IP 

encoders, and network video recorders. 

c. Refer to Section 28 23 00 for detailed description of system.  

4. [The System includes integration with the Elevator conveying system to provide the 

following: 

a. Individual floor and/or hall call access control] 

5. The System includes integration with the Fire/Life-Safety system to provide the 

following: 

a. Automatically release locks upon fire alarm activation for doors within the path 

of egress 

b. Disconnect power to magnetic door holders to automatically close doors after 

business hours  

1.05 SUBMITTALS 

A. Submit required submittals to the General Contractor in the quantities and formats as required 

under the general contract.  In the absence of requirements, provide as described in the following 

with reference to quantity and format. 

B. Contractor Qualifications 

1. Resumes of the Project Manager, General Foreman, and Lead Technician(s) indicating 

role, years of experience, product certifications and training, listing of similar projects the 

individual performed the role proposed for this project along with client contact 

information for each. 

2. Certification letters stating the Contractor is an authorized reseller, installer, and extended 

warranty provider for the following systems: 

a. Software House CCure 9000 

b. Salient Systems 

C. Product Data 

1. Obtain written approval from the Engineer for the product data submittal prior to the 

release of materials and equipment purchase order and prior to installation. 

2. Quantity:  Submit product data submittals as described in Division 1. 

3. Format: 

a. Minimum Format: Submit each product data submittal in an 8-1/2 x 11 inch 

folder.  Product data submittal shall be in a 3-ring binder (or similar).  If in a 3-

ring binder, insert the submittal information the transparent front cover and 

spine pockets. 



Contra Costa Community College District 

Security Design Guidelines 

 28 00 00 - 6 Basic Security Requirements 

b. Clearly label the cover and spine of each submittal with the following 

information: 

1) Client Name 

2) Project Name and Address 

3) Project Submittal Number 

4) Submittal Name (e.g., “Product Data Submittal for Video Surveillance 

System”) 

5) Specification Section Number (e.g., “Section 28 23 00”) 

6) Date of Submittal Format: <month> <day>, <year> (e.g., “January 1, 

2010”) 

7) Contractor Name 

c. Include a Table of Contents at the beginning of the submittal that lists materials 

by article and paragraph number (e.g., “2.02-A Network Video Recorders”). 

d. Include tabbed separators for improved navigation through the submittal. 

4. Content: 

a. Cover Letter:  Product data submittals shall include a cover letter stating that the 

submittal is in full compliance with the requirements of the Contract 

Documents.  Sign (and stamped, if applicable) cover letter and list items and 

data submitted. Have the person who prepared the submittal sign the document 

as well.  Failure to comply with this requirement shall constitute grounds for 

rejection of submittal.  

b. Product Information:  Product Data submittal shall consist of manufacturer's 

technical data, product literature, "catalog cuts", data sheets, specifications, and 

block wiring diagrams (if necessary).  This data shall clearly describe the 

product’s characteristics, physical and dimensional information, electrical 

performance data, materials used in fabrication, material color & finish, and 

other relevant information such as test data, typical usage examples, independent 

test agency information, and storage requirements.  Clearly indicate by arrows 

or brackets precisely what is being submitted on and those optional accessories, 

which are included and those which are excluded.  At a minimum, include 

products listed in the Division 28 specifications.  Include relevant products that 

will be installed, which are not listed in the specifications. 

c. Re-submittals:  Provide a cover letter with the re-submittal that lists the action 

taken and revisions made to each product submittal in response to Submittal 

Review Comments.  No review shall take place for any re-submittal packages 

that is not accompanied by this cover letter.  Failure to include this cover letter 

will constitute rejection of the re-submittal package. 

D. Shop Drawings  

1. Obtain written approval from the Engineer for the shop-drawings submittal prior to the 

release of materials and equipment purchase order and prior to installation.  

2. Quantity and Media:  Submit shop-drawings as described in Division 1. 

3. Format: 

a. Produce shop drawings using AutoCAD, or other computer design application 

that can save files to AutoCAD-compatible files. 

b. Use the same size drawing sheet as the drawings of the Contract Documents. 

c. Text: minimum of 3/32” high when plotted at full size. 

d. Screen background information. 
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e. Plot system components (devices, cable routes, etc.) and text at a sufficient line 

weight to stand out against background information. 

f. Scaling: 

1) Scale floor plans at 1/8”=1’-0” 

2) Scale enlarged room plans at 1/4”=1’-0” 

3) Scale wall elevations at 1”=1’-0” 

4. Content: 

a. Submit shop drawings that represent proposed installation of security system. 

b. Floor Plans:  Scale floor plans at 1/8”=1’-0”.  Floor plans shall show: 

1) Locations and identifiers of security devices. 

2) Size, quantity, location and proposed routes of security cabling. 

3) Size, quantity, location, and routes of pathways (such as cable trays, 

cable basket, conduits, cable hangers, and other cable support devices). 

c. Point-to-Point Diagrams:  Include wiring, points of connection and 

interconnecting devices.   

d. Schedules:  Provide schedules for devices and control panels that show each 

point ID with a description of the connected devices. 

e. Block Diagram/Riser Diagram:  Show the devices, conduit, wire types, and sizes 

between them, including cabling interties between termination hardware. 

f. Proposed mounting details 

E. As-Built Drawings 

1. Quantity and Media:  Submit as-built drawings as described in Division 1 in both hard 

copy and electronic formats. 

2. Format: 

a. Produce as-built drawings using AutoCAD, or other computer design 

application that can save files to AutoCAD-compatible files. 

b. Use the sheet size as the drawings of the Contract Documents, and use the 

project title block. 

c. Text: minimum of 3/32” high when plotted at full size. 

d. Use symbols identical to the symbols shown on the Drawings. 

e. Screen background information. 

f. Plot system components (devices, cable routes, etc.) and text at a sufficient line 

weight to stand out against background information. 

3. Content: 

a. Submit as-built drawings that fully represent actual installed conditions and that 

incorporate modifications made during the course of construction. 

b. Floor Plans:  Scale floor plans at 1/8”=1’-0”.  Floor plans shall show: 

1) Locations and identifiers of security devices. 

2) Size, quantity, location and proposed routes of security cabling. 

3) Size, quantity, location, and routes of pathways (such as cable trays, 

cable basket, conduits, cable hangers, and other cable support devices). 

c. Point-to-Point Diagrams:  Include wiring, points of connection and 

interconnecting devices.   

d. Schedules:  Provide schedules for devices and control panels that show each 

point ID with a description of the connected devices. 
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e. Block Diagram/Riser Diagram:  Show the devices, conduit, wire types, and sizes 

between them, including cabling interties between termination hardware. 

f. Custom mounting details 

F. Operation and Maintenance (O&M) Manuals 

1. Quantity:  Submit quantity of O&M Manuals as described in Division 1 in both hard 

copy and electronic formats. 

2. Format:   

a. Submit each O & M Manual in a white, 3-ring binder with front cover and spine 

clear pockets for insertion of the project information.   

b. Clearly label the cover of each O&M Manual with the following information: 

1) Client Name 

2) Project Name and Address 

3) Manual Name (e.g., “Operation and Maintenance Manual for 

Telecommunications Cabling System”) 

4) Date of Submittal Format: <month> <day>, <year> (e.g., “January 1, 

2010”) 

5) Contractor Name 

c. Include a Table of Contents at the beginning that lists the contents. 

d. Include tabbed separators for improved navigation through the manual. 

3. Content: 

a. 11”x17” prints of as-built drawings, as described above 

b. Manufacturer's original catalog information sheets for each component provided 

under applicable Section (typically, this is similar to the accepted product data 

submittal) 

c. Warranty certificate from the manufacturer and the Contractor 

d. Manufacturer’s instructions for system or component use 

e. Instructions and requirements for maintenance and warranty issues 

4. Contents shall include requirements and methods for maintaining installed products. 

1.06 QUALITY ASSURANCE 

A. General 

1. Provide new and unused materials, equipment, and parts comprising the units specified 

herein of current manufacturer and of highest grade. 

2. Only use products and applications listed in this Division on the project 

B. Substitutions 

1. Conform to the general requirements and procedure outlined in Division 1 in the Request 

For Substitution. 

2. Where products are noted as "or equal", a product of equivalent design, construction, and 

performance is considered.  Include in the Product Data submittal: catalog cuts, product 

information, and pertinent test data required to substantiate that the product is in fact 

equivalent to that specified. 

3. Only one substitution allowed for each product specified.  Do not provide substituted 

material, processes, or equipment without written authorization from the Engineer.  
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Assumptions on the acceptability of a proposed substitution, prior to acceptance by the 

Engineer, are at the sole risk of the Contractor. 

4. The burden of proof rest with the Contractor that the substituted product is equivalent to 

the specified product.  When the Engineer accepts a substitution in writing, it is with the 

understanding that the Contractor guarantees the substituted product, component, article, 

or material to be equivalent to the one specified and dimensioned to fit within the 

construction according to contract documents.  Approved substitutions do not relieve the 

Contractor of responsibilities for the proper execution of the Work, or from provisions of 

the Specifications.   

5. Manufacturers' names and model numbers used in conjunction with materials, processes 

or equipment included in the Contract Documents are used to establish standards of 

quality, utility and appearance.  Materials, processes or equipment that, in the opinion of 

the Engineer, are equivalent in quality, utility and appearance will be approved as 

substitutions to that specified when “or equal” follows the manufacturers' names or 

model number(s).  

6. Whenever material, process or equipment is specified in accordance with a Federal 

specification, an ASTM standard, an ANSI specification, UL rating or other association 

standard, present an affidavit from the manufacturer certifying that the product complies 

with the particular standard specification.  When requested by the Engineer, submit 

support test data to substantiate compliance at no additional cost.   

7. Pay expenses, without additional charge to the Owner, in connection with substitution 

materials, processes and equipment, including the effect of substitution on self, 

subcontractor's or other Contractor's work. 

C. Contractor Qualifications 

1. A current, active, and valid and C7 or C10 California State Contractors License 

2. Minimum five years experience in installation and service of access control, video 

surveillance, and intrusion detection systems. 

3. Minimum five completed projects similar to scope and cost. 

4. Evidence of technicians qualified for the work in the form of current manufacturer’s 

training certification 

D. Materials 

1. Materials, support hardware, equipment, parts comprising units, etc., shall be new, 

unused, without defects and of current manufacturer, materials 

2. Use specified products and applications, unless otherwise submitted and approved in 

writing. 

E. Regulatory Requirements 

1. Work and materials shall conform to the latest rules of National Board of Fire 

Underwriters wherever such standards have been established and shall conform to the 

regulations of the State Fire Marshal, OSHA and the codes of the governing local 

municipalities.  Work under Division 28 shall confirm to the most stringent of the 

applicable codes. 

2. Provide the quality identified within these Specifications and Drawings when codes, 

standards, regulations, etc. allow Work of lesser quality or extent.  The Contract 

Documents address the minimum requirements for construction. 
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F. Drawings 

1. Follow the general layout shown on the Drawings except where other work may conflict 

with the Drawings. 

2. Drawings for the Work within this Division are essentially diagrammatic within the 

constraints of the symbology applied. 

3. The Drawings do not fully represent the entire installation for the security system.  

Drawings indicate the general route for the cables and the location of outlets.  The 

Drawings might not expressly show every conduit, sleeve, hanger, etc., but a complete 

system is required. 

4. Complete the details necessary for point-to-point design.  This allows the Contractor to 

achieve desired results applying their own procedures and methods.  Submit shop 

drawings for review prior to installation. 

1.07 PROJECT MANAGEMENT AND COORDINATION SERVICES 

A. Project Management and Coordination Services 

1. Provide a project manager for the duration of the project to coordinate this Work with 

other trades.  Coordination services, procedures and documentation responsibility 

include, but are not limited to, the items listed in this section. 

2. Review of Shop Drawings Prepared by Other Subcontractors: 

a. Obtain copies of shop drawings for equipment provided by others that require 

telecommunication service connections or interface with Work. 

b. Perform a thorough review of the shop drawings to confirm compliance with the 

service requirements contained in the Division 28 contract documents.  

Document discrepancies or deviations as follows: 

1) Prepare memo summarizing the discrepancy 

2) Submit a copy of the specific shop drawing, indicating via cloud, the 

discrepancy 

c. Prepare and maintain a shop drawing review log indicating the following 

information: 

1) Shop drawing number and brief description of the system/material 

2) Date of the review 

3) Name of the individual performing the review 

4) Indication if follow-up coordination is required 

3. Request for Information (RFI) 

a. Thoroughly review the contract documents prior to the preparation and 

submission of an RFI.  If an RFI is submitted, attach 8 1/2" x 11" copies of 

relevant documents to clarify the issue. 

b. Submit RFIs with your recommended solution. 

c. Prepare and maintain an RFI log using a Microsoft Excel spreadsheet indicating 

the following information: 

1) RFI number and brief summary of the issue. 

2) Date of issuance and receipt of response. 

4. Scheduling of Work 

a. Prepare work schedules for each floor or building indicating the following 

information: 
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1) Cable Installation 

2) SEC Build Out 

3) Device Installation 

4) Programming 

5) Testing 

6) Other tasks included under the alternate work section of these 

specifications 

B. Role of the Engineer 

1. During the construction phase of the project, the Engineer will work with the Contractor 

to provide interpretation and clarification of project contract documents, reply to (and 

‘process’) relevant Requests for Information (RFIs), and act as an interface between the 

Contractor and the Owner.   

2. The Owner has retained the Engineer’s services to observe the Work for general 

compliance with the Contract Documents and to ensure that the installation meets the 

design intent of the system. 

3. In general, the Engineer will participate during the construction phase as follows: 

a. Review product data and shop drawings submittals for general compliance with 

the contract drawings and specifications. 

b. Review changes as they arise, and confirm that the proposed solutions maintain 

the intended functionality of the system. 

c. Interpret field problems for Owner, and translate between Owner and 

Construction Team. 

d. Review the testing procedures to confirm compliance with industry-accepted 

practices. 

C. Use of CAD Files 

1. Should the Contractor need the Engineer’s CAD files to produce shop drawings and/or 

as-built drawings, the Engineer requires the Contractor sign a CAD files release 

agreement. 

1.08 PRODUCT DELIVERY, STORAGE AND HANDLING 

A. Delivery 

1. Do not deliver security system components to the site until protected storage space is 

available.  Storage outdoors covered by rainproof material is not acceptable. 

2. Replace equipment damaged during shipping and return to manufacturer at no cost to the 

Owner. 

B. Storage 

1. Store materials in a clean, dry, ventilated space free from temperature extremes. 

2. Maintain factory wrapping or provide a heavy canvas/plastic cover to protect units from 

dirt, water, construction debris, and traffic. 

3. Provide heat where required to prevent condensation or temperature related damage. 

C. Handling 

1. Handle in accordance with manufacturer's written instructions. 
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2. Prevent internal component damage, breakage, denting and scoring.  Do not install 

damaged equipment.  Replace damaged equipment and return equipment to 

manufacturer. 

1.09 WARRANTY 

A. Provide the Security System as described in this specification with a one-year parts and service 

warranty at no additional cost to the Owner. 

B. Include in the warranty package, at a minimum, the following: 

1. Software support agreement for the ACAMS and VSS 

2. Software upgrades and patches 

3. Labor to install software upgrades and patches necessary to maintain the latest version 

4. Emergency service on regular working hour basis 

5. Service by factory trained and employed service representatives of system manufacturer 

C. Maintain regular service facilities and provide a qualified technician familiar with this work at the 

site within four (4) hours of receipt of a notice of malfunction including weekends and holidays.  

Provide material, devices equipment and personnel necessary for repairs. Install approved 

temporary, alternate equipment if required by the Owner, complete and operational within twenty 

four (24) hours after notification of a malfunction, at no additional cost. 

D. Conduct warranty repairs and service at the job site unless in violation of manufacturer's warranty; 

in the latter event, provide substitute systems, equipment and/or devices, acceptable to the Owner, 

for the duration of such off-site repairs.  Transport warranty substitute and/or test systems, 

equipment, devices, material, parts and personnel to and from the job site at no additional cost. 

1.10 MAINTENANCE 

A. Extra Materials 

1. Deliver extra materials to a secured location determined by the Owner. 

2. Provide a complete Bill of Materials listing quantities, part numbers, and descriptions for 

each device for the Owner to sign indicating receipt of equipment. 

3. Provide new and unused spare parts in their original packing materials upon delivery. 

B. Maintenance Service 

1. For the first year of service, conduct quarterly system performance review meetings to 

review system operation problems and/or defects that occurred during the preceding 3 

months.  During these performance review meetings, perform the following: 

a. Visual checks and operational tests of the central processor, local processors, 

monitors, keyboards, system printers, peripheral equipment, ACAMS 

equipment, power supplies, and electrical and mechanical controls 

b. Clean system equipment, including interior and exterior surfaces 

c. Perform diagnostics on equipment 

d. Check and calibrate each device 

e. Run system software and correct diagnosed problems 

f. Resolve previous outstanding problems 

2. Provide software and firmware updates issued free of charge by the manufacturer. 
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PART 2 - PRODUCTS 

2.01 GENERAL 

A. Material and equipment specified herein have been selected as the basis of acceptable quality and 

performance and have been coordinated to function as components of the included systems. Where 

a particular material, device, equipment or system is specified directly, the current manufacturer's 

specification for same is a part of these specifications, as if completely elaborated herein. 

B. Remove manufacturer identification marks from visible equipment. 

C. Use standard, regularly manufactured, materials and equipment for this and/or other similar 

systems, and not custom designed especially for this project.  Provide systems and components 

thoroughly tested and proven in actual use.  Provide subsystems of one manufacturer. 

2.02 TAMPER RESISTANT HARDWARE 

A. Provide pinned-allen type hardware for exposed hardware in public spaces. 

1. Provide hardware used in specialty metal surfaces that posses a similar finish color. 

PART 3 - EXECUTION 

3.01 EXAMINATION 

A. Conditions:  Verify existing conditions, which have been previously provided under other 

sections, are acceptable for product installation in accordance with manufacturer's instructions. 

B. Pathways:  Verify that pathways and supporting devices, which have been previously provided 

under other sections, are properly installed, and that temporary supports and devices have been 

removed. 

C. Field Measurements:  Verify dimensions of pathways, including length of pathways.  For 

example, “True Tape” the conduits to verify cable distances. 

3.02 FIELD QUALITY CONTROL 

A. Staffing:  Provide a qualified foreman who is in charge of the Work and who is present at the job 

site at times Work is being performed. Perform the Work using skilled technicians under the 

direction of the foreman. Supervise the work force executing the Work. Perform the installation 

within the restraints of the construction schedule. Do not change the supervisor during the project 

without prior written approval from the Owner. 

B. Inspection:  Perform inspection after installation.  Keep areas of work accessible and notify code 

authorities, or designated inspectors, of work completion released for inspection.  Document 

completion, and inspection as required. 

3.03 INSTALLATION 

A. Perform this work in accordance with acknowledged industry and professional standards and 

practices and the procedures specified herein. 
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B. Provide a complete, operating system.  Include devices specified including basic components and 

accessories, interconnecting wiring and other equipment and installation devices necessary for a 

complete system as specified. 

C. Manufacturer's Instructions:   

1. Comply with manufacturer's product data, including product technical bulletins, product 

catalog installation instructions, and product carton instructions for installation.  

2. Maintain jobsite file of Material Safety Data Sheets (MSDS) for each product delivered 

to jobsite.  

D. Boxes, Panels, and Enclosures 

1. Install boxes, panels, and enclosures square and plumb. 

2. Set "flush mounted" units with the face of the cover, bezel or escutcheon in the same 

plane as the surrounding finished surface. 

3. Mount boxes, panels and trim so that there are no gaps, cracks or obvious lines between 

the trim and the adjacent finished surface and ready them to receive final finish, as 

applicable. 

4. Install insulating terminations in signal circuit boxes, panels, wireways or enclosures.  

E. Painting 

1. Custom paint devices as indicated on the drawings. 

3.04 REPAIR/RESTORATION 

A. Replace or repair work completed by others that you deface or destroy, at not cost to the Owner. 

B. Punch List: 

1. Inspect installed work in conjunction with the General Contractor and develop a punch 

list for items needing correction. 

2. Provide punch list to Engineer for review prior to performing punch walk with the 

Engineer. 

C. Re-Installation: 

1. Make changes to the system such that defects in workmanship are correct and cables and 

the associated termination hardware passes the minimum test requirements. 

2. Repair defects prior to system acceptance. 

D. Painting: Repaint surfaces altered during installation of the security system to match previous 

conditions. 

3.05 CLEANING 

A. Remove temporary coverings and protection of adjacent work areas.  Remove unused products, 

debris, spills, or other excess materials.  Remove installation equipment. 

B. Leave finished work and adjacent surfaces in neat, clean condition with no evidence of damage. 

C. Repair or replace damaged installed products.  

D. Legally dispose of debris. 
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E. Clean installed products in accordance with manufacturer's instructions prior to Owner's 

acceptance.  

 

END OF SECTION 
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SECTION 28 05 13 

SECURITY SYSTEM CABLING 

PART 1 - GENERAL 

1.01 SUMMARY 

A. General: Furnish engineering, labor, materials, apparatus, tools, equipment, transportation, 

temporary construction and special or occasional services as required to make a complete working 

security system installation, as described in these specifications. 

B. Section Includes: 

1. Wire and cable 

2. Compression Seal BNC Connectors  

C. Related Sections: 

1. Consult other Sections, determine the extent and character of related work and properly 

coordinate work specified herein with that specified elsewhere to produce a complete and 

operable system. 

2. Section 28 00 00 – Basic Security Requirements: includes general project requirements, 

submittal formats, installation, and warranty requirements. 

3. Section 28 05 53 – Security System Labeling: includes label types and formats. 

4. Section 26 05 33 – Raceways: includes pathway types in different areas of the project. 

1.02 SUBMITTALS 

A. Product Data: Submit product information, including: 

1. Cable Description and Use 

2. Jacket Rating 

3. Outside Diameter (of the overall wire or cable) 

4. Manufacturer and Part Number 

PART 2 - PRODUCTS 

2.01 WIRE AND CABLE 

A. General 

1. Provide required wire and cable sized to allow for voltage drop on long runs and 

effectively shielded as required to allow the routing of 12 & 24V power and video signal 

cable in the same conduit without interference or signal noise. 

2. Cable installed outdoors or in underground conduit must contain a PVC or Polyethylene 

jacket to prevent water intrusion and compliant with the TIA-455-82B water infiltration 

test. 

3. Cables installed indoors to contain a plenum rated jacket (type CMP). 
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B. Manufacturers: 

1. West Penn 

2. Belden 

3. Or Equal 

C. Access Control & Alarm Monitoring System 

1. Plenum Jacketed Cable 

a. #18/2 AWG unshielded: West Penn #25224B, door contact cable 

b. #18/4 AWG unshielded: West Penn #25244B, REX and alarm device cable 

c. #18/6 AWG shielded (overall): West Penn #253186B, card reader cable 

d. #16/2 AWG unshielded: West Penn #25225B, lock power cable 

e. #14/2 AWG unshielded: West Penn #25226B, lock power cable from local 

power booster to exit device 

f. #24/4 AWG shielded (overall): West Penn #D4854, RS-485 communications 

cable 

2. Water Blocked Cable 

a. #18/2 AWG unshielded with Aquaseal tape: West Penn #AQC224, door contact 

cable 

b. #18/4 AWG unshielded with Aquaseal tape: West Penn #AQC244, REX and 

alarm device cable 

c. #18/6 AWG shielded (overall) with Aquaseal tape: West Penn # AQC3186, card 

reader cable 

d. #16/2 AWG unshielded with Aquaseal tape: West Penn #AQC225, lock power 

cable 

e. #14/2 AWG unshielded with Aquaseal tape: West Penn #AQC226, lock power 

cable from local power booster to exit device 

D. Intrusion Detection System 

1. Plenum Jacketed Cable 

a. #22/2 AWG unshielded: West Penn #25221B, door contact cable 

b. #22/4 AWG unshielded: West Penn #25241B, keypad and alarm device cable 

c. #18/2 AWG unshielded: West Penn #25224B, control panel power cable 

E. Video Surveillance System 

1. Cabling for IP cameras provided by Telecommunications contractor.  Refer to Section 27 

15 13 – Communications Horizontal Twisted Pair Cabling. 

2. Provide minimum RG-59/U CCTV video coaxial cable between analog cameras and the 

monitoring equipment, with the following features: 

a. 95% percent copper braid 

b. Foam dielectric 

c. Solid copper core  

d. 75 ohm characteristic impedance 

e. Plenum jacket 

3. Plenum Jacketed Cable 

a. #RG-59/U coaxial: West Penn #25815, analog camera video cable 
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b. #18/2 AWG unshielded: West Penn #25224B, power cable 

c. #22/4 AWG 2 pair individually shielded (overall): West Penn #D25420, RS-422 

communications cable for analog PTZ cameras 

4. Water Blocked Cable 

a. #RG-59/U coaxial with Aquaseal tape: West Penn #AQC815, analog camera 

video cable 

b. #18/2 AWG unshielded with Aquaseal tape: West Penn #AQC224, power cable 

c. #22/4 AWG 2 pair individually shielded (overall) with Aquaseal tape: West 

Penn #AQC430, RS-422 communications cable for analog PTZ cameras 

2.02 MISCELLANEOUS COMPONENTS 

A. Cable Ties 

1. General 

a. Provide Velco-style cable ties on security cabling within telecommunications 

spaces and covered wireways. 

b. Dress and bind cabling with cable ties every 24” minimum. 

c. Width: 0.75 inches 

d. Color: Black 

2.  Manufacturer: 

a. Panduit #HLS-15-R-0 Black, 15 feet roll, cut to length 

b. Or Equal 

B. Compression Seal BNC (Bayonet Neill Concelman) Connectors 

1. General 

a. Suitable for use on RG-59/U coaxial cable for CCTV systems. 

b. Compression seal connection 

c. Capable of accepting cable with outside diameters between 0.195 - 0.245 

inches.  Twist-on or crimp-on style connectors are not permitted. 

2. Manufacturer: 

a. GEM Electronics #302-10CSTP compression seal BNC connector 

b. Or Equal 

PART 3 - EXECUTION 

3.01 INSTALLATION 

A. Label cables in accordance with Section 28 05 53 – Security System Labeling. 

B. Horizontal Cable Installation and Routing 

1. Provide wire and cable with a continuous, splice-free sheath for the entire length of run 

between designated connections or terminations.  Splices not permitted. 

2. Place cables within designated pathways, such as cable tray, basketway, cable hangers, 

etc.  Do no fasten (such as with cable ties) or attach cables to other building infrastructure 

(such as ducts, pipes, conduits, etc), other systems (such as ceiling support wires, wall 

studs, etc), or to the outside of conduits, cable trays, or other non-approved pathway 

systems. 
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3. Place and suspend cables and conductors during installation and termination in a manner 

to protect them from physical interference or damage.  Place cables with no kinks, twists, 

or impact damage to the sheath.  Replace cables damaged during installation or 

termination at no additional cost. 

4. Route cables at 90-degree angles, allowing for bending radius, along corridors for ease of 

access. 

5. Do not exceed manufacturer's limits for pulling tension. 

6. Do not use cable-pulling compounds for indoor installations. 

7. Route cables under building infrastructure (such as ducts, pipes, conduits, etc) so the 

installation results in easy accessibility to the cables in the future. Do not route cables 

over building infrastructure. 

8. Dress and secure coaxial cables to preclude stress and/or deformation.  

9. Install shielded wiring or route in separate raceways as recommended by the 

manufacturer's current requirements. 

10. Place cables 6", minimum, away from power sources to reduce interference from EMI. 

11. Do not run signal wire and cable in parallel to power (120VAC). 

12. Make connections to screw-type barrier blocks with insulated crimp-type spade lugs.  

Size lugs properly to assure high electrical integrity, i.e., low resistance connections. 

13. Follow manufacturers recommended guidelines for installation.  

14. When exiting the primary pathway (such as basketway or cable tray) to the work area, 

exit via the top of the pathway.  Secure the cables to the pathway using an approved cable 

tie. 

C. Cable Routing and Dressing within Telecommunication Rooms 

1. Place cables within the overhead cable support and, when routing vertically, fasten the 

cables onto wall-mounted vertical cable support every 24 inches on-center using cable 

ties. 

2. Only use Velcro type cable ties within the IDF. 

3. Neatly bundle (dress cable longitudinally) and support security cables within overhead 

cable runways. 

4. Dress and bind cabling with cable ties every 12” minimum. 

5. Provide 4 feet, minimum, sheathed cable slack – length not to exceed permanent link 

maximum length requirement.  Place the slack within the screw cover gutter wireways. 

3.02 CABLE SUPPORT 

A. Horizontal Support 

1. Concrete and Metal construction (Above Ceiling) 

a. Provide separate and dedicated cable support system for security cable runs.  

Anchor cable support system to structural ceiling.  Support and tie cables at a 

maximum of 5-foot intervals. 

2. Wood Construction (above ceiling and no ceiling) 

a. Support cable utilizing appropriately sized drive rings or "D" rings. 

b. Fasten rings to structural ceiling. 
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c. Install drive rings at approximately 5 foot intervals. 

d. Route cable through drive rings and cable tie at 10 foot intervals, or every other 

drive. 

B. Vertical Support 

1. Riser Systems 

a. Route cable through conduit in vertical riser systems. 

b. Terminate conduit at each stacked closet in a lockable junction box.  Refer to 

Section 28 00 00 – Basic Security Requirements for minimum sizing of junction 

boxes and equipment enclosures. 

c. Fastened entire cable group to the inside of junction box at every other floor or 

approximately every 24 feet. 

d. Fasten cable in Junction box utilizing cable ties equipped with eyelets designed 

to accept screws for fastening or approved equivalent method. 

2. Vertical cable on floor space not in riser system 

a. Route cable from below suspended ceiling devices to above ceiling when 

possible. 

1) Provide conduit and firestoppping for cable routed in fire rated wall 

assemblies. 

2) Provide conduit for cable routed from below ceiling devices to above 

ceiling on concrete tilt up style walls. 

b. Cable routed vertically from devices with no suspended ceiling. 

1) Provide conduit stub from device junction box to 14 feet above finished 

floor minimum. 

 

END OF SECTION 
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SECTION 28 05 53 

SECURITY SYSTEM LABELING 

PART 1 - GENERAL 

1.01 SUMMARY 

A. General: Furnish engineering, labor, materials, apparatus, tools, equipment, transportation, 

temporary construction and special or occasional services as required to make a complete working 

security system installation, as described in these specifications. 

B. Section Includes: 

1. Labeling of wire, cable, security devices, enclosures, and raceways. 

C. Related Sections: 

1. Consult other Sections, determine the extent and character of related work and properly 

coordinate work specified herein with that specified elsewhere to produce a complete and 

operable system. 

2. Section 28 00 00 – Basic Security Requirements: includes general project requirements, 

submittal formats, warranty, and installation requirements. 

1.02 SUBMITTALS 

A. Product Data: Submit the following: 

1. Product information for components specified herein. 

2. List of equipment (wire, cable, devices, enclosures, and raceways) and the corresponding 

text for the label. 

PART 2 - PRODUCTS 

2.01 NAMEPLATES 

A. Engraved, plastic laminated nameplates, signs, and instruction plates.  Engrave stock melamine 

plastic laminate 1/16 inch minimum thickness for signs up to 20 square inches, or 8 inches in 

length; 1/8 inch thick for larger sizes.  Use white letters for engraved nameplates and punch for 

mechanical fasteners. 

2.02 LABELS 

A. Wire and Cable Labels: 

1. General 

a. Self-laminating adhesive laser labels. 

b. Machine printable with a laser printer. 

c. Cable size: 0.16 – 0.32” OD 

d. Color: white with black lettering 

2. Manufacturer: 

a. Panduit #R100X125V1T, #R100X150V1T, and R100X225V1T wire marking 

labels 
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b. Brady #WML–211-295 and #WML-311-292 wire marking labels 

c. Or Equal  

B. Device Labels: 

1. Self-laminating, type on tape, adhesive labels.  Use Helvetica 12 pt text 

PART 3 - EXECUTION 

3.01 INSTALLATION 

A. General Requirements 

1. Label the security system components.  The components include, but are not limited to, 

the following: 

a. Equipment Enclosures 

b. Conduits 

c. Security Devices 

d. Batteries 

e. Wires and Cables 

f. Equipment Racks 

g. Terminal Blocks 

h. Relays 

i. Patch panels, and the termination positions within the patch panels. 

2. Labels to coincide with device IDs used on the record drawings. 

3. Degrease and clean surfaces to receive nameplates and labels 

4. Install nameplates parallel to equipment lines. Secure nameplates to equipment fronts 

using machine screws. 

B. Equipment Cabinets 

1. Label SEC enclosures associated with the security system with a nameplate. 

2. Mount label on exterior of door, centered horizontally, and positioned one-third of the 

door height vertically from the top. 

3. Example: Line 1: “SEC-01”      (1/2 inch high letters) 

Line 2: “Security Equipment Cabinet”  (1/4 inch high letters) 

C. Conduits  

1. Write the destination for every conduit entering a junction box, SEC, and CEC enclosure, 

or wireway using a black permanent ink marker next to the conduit inside the box. 

2. Example:  “To SEC-01” 

D. Security Devices 

1. Label devices associated with the security system with a permanent machine generated, 

laminated, label.  Use 12 point Helvetica text with a clear background.  Use white or 

black lettering depending upon the color of the device. 

2. Label each device in a concealed location with the system point number and address. 
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E. Batteries 

1. Label power supply batteries with the month and year they were installed. 

2. Example:  “April 2012” 

F. Wire and Cable 

1. Identify wire and cable clearly with permanent machine-generated labels wrapped about 

the full circumference within one (1) inch of each connection.   

2. Indicate the cable ID designated on the associated field or shop drawings or run sheet, as 

applies. 

3. Assign wire or cable designations consistently throughout a given system; i.e., each wire 

or cable to carry the same labeled designation over its entire run, regardless of 

intermediate terminations. 

4. Provide labels where wire and cable first enter and exit from conduit, junction or 

distribution boxes; locate labels within six (6) inches of the point of exit. 

5. Positional labels so they are clearly visible without the need to remove wire management 

or other obstructions. 

6. Label cables at both ends of a run and within pull and junction boxes using machine 

generated wrap-around labels. 

3.02 CABLE LABEL FORMAT  

A. From Panel to Field Device 

1. Line 1: Device Type and Device Number 

2. Line 2: Panel ID – Port Number 

3. Example: CR 001 

PANEL 2 – CR5 

4. Standard Device Types 

a. CR = Card Reader 

b. K = Camera 

c. ET = Entry Telephone  

d. R = Relay Output 

e. A = Alarm Point 

5. Standard Port #s 

a. CR = Reader  

b. M = Monitored Input 

c. R = Relay Output 

B. From Door Junction Box to Card Reader 

1. Line 1: Device Type and Device Number 

2. Line 2: Panel ID – Port Number 

3. Example: CR 001 

PANEL 4 – CR3 
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C. Miscellaneous Examples: 

1. From Door Junction Box to Door Contact  

a. CR001 

b. DC 

2. From Door Junction Box to Rex Alarm 

a. CR001 

b. REX ALM 

3. From Panel to Rex 

a. CR001 

b. REX PWR 

c. 12 VDC 

4. From Panel to Lock 

a. CR001 

b. LCK PWR 

c. 24 VDC 

D. Communications Cable 

1. Line 1: Communication Type and Direction 

2. Line 2: Panel ID  

3. Example: RS-485 TO 

PANEL 2 

4. Typical Communication Types 

a. RS-485 

b. RS-232 

c. RS-422 

END OF SECTION 
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SECTION 28 08 00 

SECURITY SYSTEM ACCEPTANCE TESTING  

PART 1 - GENERAL 

1.01 SCOPE OF WORK 

A. General: Furnish engineering, labor, materials, apparatus, tools, equipment, and transportation 

required to thoroughly test the completed security system installation as described in these 

specifications. 

B. Base Bid Work 

1. Full testing of a completed security system which includes: 

a. Develop, submit, and obtain Engineer’s approval of security system Pre-

functional and Functional testing forms.  

b. Complete 100% Pre-functional test of the security system. Submit Pre-functional 

testing documentation reflecting that all security devices, cabling, locking 

hardware, power, interfaces to other systems, IT switches, computer/servers and 

other components required for a completely functional security system are 

provided per project documents.   

c. Complete 100% Functional test of the security system. Submit Functional testing 

documentation reflecting that all security equipment, components, interfaces, and 

programming are functioning correctly per project documents. Upon receiving 

approval of functional testing documentation, schedule final acceptance testing 

activities to be witnessed by Engineer and/or Owner.  

d. Demonstrate 100% security system functionality to the Engineer and/or Owner. 

Document testing activities and submit with final As-Built drawing.  

C. Related Sections: 

1. Section 28 00 00 – Basic Security Requirements 

2. Section 28 05 13 – Security System Cabling 

3. Section 28 05 53 – Security System Labeling 

4. Section 28 08 00 – Security System Acceptance Testing 

5. Section 28 13 00 – Access Control and Alarm Monitoring System 

6. Section 28 16 00 – Intrusion Detection System 

7. Section 28 23 00 – Video Surveillance System 

1.02 SUMMARY OF SYSTEM COMMISSIONING ACTIVITIES 

A. Overview 

1. The purpose of system commissioning is to ensure the security system operates properly 

when it is needed most.  Security systems are very complex from both an equipment and 

programming standpoint, and thorough testing is necessary to ensure correct operation. 
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2. Perform testing activities after-hours or on weekends when the system is “quiet” and the 

building is generally unoccupied.  This will minimize the amount of irrelevant activity in 

the system activity reports that will be used as a record of the pre and final test results. 

B. Pre-Functional Test 

1. Perform a 100% pre-functional test of system aspects to verify correct operation prior to 

scheduling the final test.  The pre-test will help to make the final test run smoothly when 

demonstrating the system’s operation to the Owner and Engineer. 

2. Document the results of the pre-test using the approved test forms and submit a copy to 

the Engineer along with the system activity reports 

C. Functional Test 

1. Perform a 100% functional test of system aspects to verify correct operation prior to 

scheduling the final test.  The functional test will help to make the final test run smoothly 

when demonstrating the system’s operation to the Owner and Engineer. 

2. Document the results of the pre-test using approved test forms and submit a copy to the 

Engineer along with the system activity reports prior to final acceptance test. 

D. Final Acceptance Test 

1. Perform a final test of the system in the presence of the Engineer and/or Owner to 

demonstrate correct operation of the security system. 

1.03 SUBMITTALS 

A. Operation and Maintenance Manuals: Submit the following for review and comment at the 

completion of the project: 

1. Functional Design Manual: Includes a detailed explanation of the operation of the system. 

2. Hardware Manual which includes: 

a. Pictorial parts list and part numbers 

b. Pictorial and schematic electrical drawings of wiring systems, including devices, 

control panels, instrumentation and annunciators 

c. Telephone numbers for the authorized parts and service distributors 

d. Include service bulletins 

3. Software Manual which includes: 

a. Use of system and applications software 

b. Initialization, start-up, and shut down procedures 

c. Alarm Reports 

4. Operator’s Manual which fully explains procedures and instructions for the operation of 

the system and includes: 

a. Computers and peripherals 

b. System start up and shut down procedures 

c. Use of system, command, and applications software 

d. Recovery and restart procedures 

e. Graphic alarm presentation 

f. Use of report generator and generation of reports 
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g. Data entry operator commands 

h. Alarm messages and reprinting formats 

i. System access requirements 

5. Maintenance Manual which includes: 

a. Instructions for routine maintenance listed for each component, and a multi-page 

summary of component’s routine maintenance requirements. 

b. Detailed instructions for repair of the security system. 

c. A summary of the software licenses, including license numbers, quantity of 

clients, summary of the software options provided and database capabilities. 

d. A summary of the TCP/IP address used and which system component they are 

associated with.  Include the gateway address, subnet mask, DNS server, and 

host name information. 

6. Test Results Manual, which includes the document results of tests, required under this 

Specification, organized by System, Floor, and Door. 

7. Record Drawings Manual which includes 11”x17” prints of record drawings as described 

below. 

B. Record Drawings: Submit the following for review and comment at the completion of the project: 

1. Drawings to fully represent installed conditions including actual locations of devices, 

actual cable and terminal block numbering, and correct wire sizing as well as routing.  

Record changes in the work during the course of construction on blue or black line prints. 

2. Include drawings submitted as part of the Shop Drawing package, plus additional 

information required to accurately document installed conditions. 

3. Include the following additional information: 

a. Device addresses & IP address information. 

b. Settings for each camera (lens specs, mm setting, auto shutter setting, and other 

available camera settings, etc.) 

4. Final acceptance will not be made until the Engineer approves the record drawings. 

1.04 QUALITY ASSURANCE 

A. Provide a project manager to coordinate the security system commissioning work with other 

trades. 

PART 2 - PRODUCTS 

2.01     NOT USED 

PART 3 - EXECUTION 

3.01 SCHEDULING 

A. Coordinate security acceptance testing with the General Contractor, and provide specific 

information on pre-test and final-testing activities to be entered into the overall project 

construction schedule. 
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3.02 TESTING REQUIREMENTS 

A. Site Tests 

1. Perform a 100% pretest of the system prior to final testing by the Engineer.  Provide the 

Engineer with a minimum of a 5 day notice prior to scheduling testing. 

2. At the conclusion of the work on a floor, test the system on that floor to verify proper 

operation and reporting of devices. 

3. Work with the door hardware supplier to resolve electric hardware failures and door 

alignment/closure problems. 

4. At the completion of the work, test the entire system to verify proper operation.  At a 

minimum, include these tests: 

a. Building Perimeter Test: Test doors, cameras, and devices related to 

securing the perimeter of the building. 

b. MDF/IDF Test: Test devices related to securing the MDF and 

IDF rooms.  Inspect system panels, power 

supplies, and other related security equipment 

located in these areas. 

c. Access Control System Test: Test the software for correct programming and 

setup. Test control and alarm communication 

through both campus and District security 

workstations.  Verify correct integration with the 

IDS and Video Surveillance Systems. 

d. CCTV Recording System Test: Test the recording system for correct 

programming, alarm recording, and event 

retrieval. Verify correct integration with the 

ACAMS and IDS system for alarm call-up.  Test 

and verify CCTV system viewable from 

workstations.  

e. Intrusion Detection System Test: Test the alarm dialer and duress stations for 

correct programming and operation. Verify 

correct arming/disarming functions from each 

keypad and alarm partitioning. Verify integration 

with ACAMS and Video Surveillance Systems. 

f. CCTV Camera Test: Review cameras for proper coverage, video 

quality, physical installation, etc. 

g. Other Readers/Door Test: Test remaining card readers, scheduled unlock 

doors, and exit-only doors not included in the 

above tests. 

h. Glass Break Test: Test the glass break detectors for correct 

operation. 

i. Motion Detector Test: Test the motion detectors for correct operation 

and coverage. 

j. Battery and UPS Load Test: Disconnect AC power to security system 

equipment to verify battery operation functions 

and system remains fully operational. 

B. Test Preparation 
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1. Provide device identification numbers that differ from or were not included on the 

original contract drawing set. 

2. Provide a complete systems point list. 

3. Provide paper and toner for the printer so that an event log can be printed out and 

attached to the test reports as verification of test sequence and systems response. 

4. During testing, provide a minimum of three technicians familiar with the installation to 

assist with the test.  Stage the technicians as follows: one at the host, one at the device 

being tested, and one runner responsible to furnishing tools, step ladders, etc. 

5. Provide radios for use by the Engineer and Owner during testing. 

6. Provide pre-programmed access cards for use during testing.  Provide one card for each 

access level. 

3.03 TEST PROCEDURES 

A. Refer to the test forms for testing procedures for each type of device/system. 

3.04 DOCUMENTATION 

A. Provide a full-sized blueline drawing containing a detailed wiring diagram (layout of 

equipment/elevation, complete parts list, and a complete wiring diagram for each ACU & I/O 

Board) for each SEC.  Fold the diagram and place it inside a clear plastic pocket affixed to the 

inside door of the SEC. 

B. Provide a service log on the inside door of each SEC.  Include columns for the following 

information: date of service, description of work performed, service technician(s), service 

company in the service log.  Place the service log inside a separate clear plastic pocket affixed to 

the inside door of the SEC. 

3.05 DEMONSTRATION 

A. On completion of the acceptance test, instruct the owner's representatives, at a time convenient to 

them, in the operation and testing of the system. 

B. Utilize the database for the project during training to give the users a project specific example to 

learn from. 

C. Provide a minimum of 12 (or more hours depending on scope and complexity of project) hours of 

on-site training by a factory trained representatives. Maintain a sign in sheet with names and dates 

of persons trained and forwarded to owner upon completion of training. 

D. Provide for two Owner’s representatives to attend factory certification training (off-site) for both 

the following systems: 

1. Access Control System 

2. Video Surveillance System 

 

END OF SECTION 
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SECTION 28 13 00 

ACCESS CONTROL & ALARM MONITORING SYSTEM 

PART 1 - GENERAL 

1.01 SUMMARY 

A. General: Furnish engineering, labor, materials, apparatus, tools, equipment, transportation, 

temporary construction and special or occasional services as required to make a complete working 

Access Control & Alarm Monitoring system installation, as described in these specifications. 

B. Section Includes: 

1. ACAMS client workstations 

2. ACAMS control panels, input/output modules, and card readers 

3. ACAMS power supplies 

4. Alarm initiating devices, including: magnetic switch contacts, and request-to-exit sensors. 

5. Interface to electric door hardware and ADA door operators 

6. Interface to elevator controls 

7. Interface to fire/life-safety system 

8. Interface to security subsystems to allow bi-directional communication with one another 

C. Products Installed But Not Supplied Under This Section: 

1. Electric feed-through power transfer hinges 

2. Electrified locking hardware cable and termination to transfer hinge and security system 

D. Products Specified but Not Installed Under this Section: 

1. Access control devices inside elevator cabs, including card readers, interface relays, and 

reader modules. 

E. Products Furnished and Installed Under another Section: 

1. 120V power 

2. Conduit, junction boxes, and (telecom cable trays, if included in project) 

3. ADA door operators and push buttons 

4. Fire/life-safety system interface relays 

5. Electromagnetic door holders 

6. Network connectivity for ACAMS devices via Owner’s local/wide area network 

F. Related Sections: 

1. Consult other Divisions, determine the extent and character of related work and properly 

coordinate work specified herein with that specified elsewhere to produce a complete and 

operable system. 

2. Section 08 71 00 – Door Hardware: for wireless card reader with integrated locking 

hardware product requirements.  
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3. Section 28 00 00 – Basic Security Requirements: for submittal formats, warranty, general 

product requirements, and installation requirements. 

4. Section 28 05 13 – Security System Cabling: for cable requirements related to the 

ACAMS. 

5. Section 28 05 53 – Security System Labeling: for device labeling requirements. 

6. Section 28 08 00 – Security System Acceptance Testing: for testing requirements. 

7. Section 28 16 00 – Intrusion Detection: for interface requirement to the ACAMS. 

8. Section 28 23 00 – Video Surveillance System: for interface requirement with the 

ACAMS. 

1.02 SYSTEM DESCRIPTION 

A. Overview 

1. The ACAMS is a distributed network of control panels connected to and programmed 

from an existing host server and client workstations, one located at the District Office and 

the others at each respective campus. 

2. The ACAMS is utilized for electronically controlling access to students, delivery 

personnel, and staff entrances to the building(s). 

3. The ACAMS consists of an existing Software House CCURE 9000 server located at the 

District Office in Martinez, existing client workstations, control panels, card readers, 

battery powered wireless card readers with integrated locking hardware, wireless 

interface modules and alarm initiating devices.  The host server communicates with the 

field panels via the Owner’s local/wide area network. 

4. Card reader doors must tie into the existing District-wide host server.  Develop schedules 

to automate the opening and closing of the building(s), including unlocking doors, 

bypassing alarms, and enabling ADA actuation devices. 

5. Card readers used in classrooms and/or additional locations as identified by the college 

must include emergency lockdown capability for shelter in place. The lockdown 

capability will: 

a. Disable the exterior reader and only allow excess via mechanical key only. 

b. Notify Police Services via the access control system and/or the intrusion 

detection system of emergency lockdown alarm event. 

6. The ACAMS also provides secondary alarm monitoring and alarm partition control of the 

IDS control panels through software integration. 

B. Access Control & Alarm Monitoring System 

1. Provide ACAMS interface software license for IDS control panels and program to enable 

bidirectional alarm communication for alarm notification and partition arm/disarm 

control. 

2. Provide ACAMS interface software to VSS network video recorders to enable alarm 

event recording and automatic call up of associated cameras upon alarm activation 

(forced door, door held open, etc). 

3. Provide ACAMS control panels located in the telecommunication rooms as indicated on 

project drawings.  Coordinate exact location of control panels with local IT department.  

Panels support up to 16 card readers with locking control outputs and multiple general-

purpose input/output modules for automation. 
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4. Provide proximity wireless card readers with integrated locking hardware.  Wireless 

readers are battery powered. 

5. Provide wireless interface modules.  Field determine the quantity and exact locations of 

the wireless interface modules for full coverage of wireless card readers. 

6. Provide wireless survey kit to verify wireless interface module placement.    

7. Provide input and output modules in a lockable enclosure to support the project specific 

security system requirements. 

8. Provide multi-technology card readers with optical tampers on doors deemed critical to 

the security of assets subject to a high possibility of theft, sensitive information, or other 

areas of critical nature and doors with operational requirements such as building 

entrances, as noted on the project drawings.  

9.  Provide alarm contacts and request-to-exit motion detectors for card reader controlled 

doors.   Include output from ACAMS to indicate alarm contact status to IDS. 

10. Provide alarm contacts for non-card reader controller perimeter doors as indicated on 

project drawings. 

11. Provide local audible alarms at monitored emergency exit-only doors and special card 

reader doors as indicated on project drawings.  Local audible alarms to sound upon 

alarm activation (forced door, door held open, etc).  Provide monitoring of the keyswitch 

and remote reset through the ACAMS. 

12. Utilize IDS integration to monitor motion detector and duress alarms through the 

ACAMS workstation. 

13. Provide interface to ADA automatic/power assist door operator and corresponding 

actuator push plates or optical motion detection actuators. 

a. When door locked, exterior push plate/optical sensor is disabled 

b. When door unlocked, even momentarily, push plate/optical sensor is enable. 

c. Interior push plate/optical sensor unlocks door and triggers automatic door 

operator at all times. 

14. Provide 12/24VDC ACAMS device and lock power supplies as indicated on project 

drawings with enclosure tamper switches. 

15. Provide battery backup of system components and power supplies.  

C. Elevator Interface (if required on project) 

1. Passenger and/or freight elevator card readers to control access to floors based on 

cardholder access levels after normal business hours and on weekends. 

2. Provide card readers at elevator call stations as indicated on project drawings.  Call 

station card readers to activate call buttons and control access to elevator cab. 

3. Provide interface relays between ACAMS and elevator controller. 

4. Furnish card readers to elevator contractor for installation inside elevator cabs with 

card access control. 

5. Route security cabling from the ACAMS control panels to the security demarcation 

enclosures located in/adjacent to the elevator machine room as indicated on the project 

drawings. 

6. Connections in the demarcation enclosure include landings, terminal blocks, and labels. 
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7. Provide coordination during installation of card reader and cable terminations.  Elevator 

contractor responsible for elevator traveler cable, connection from elevator controller to 

security demarcation enclosure, and installation of card readers within the elevator cabs. 

D. Fire/Life-Safety System Interface (if required on project) 

1. Coordinate with Fire/Life-Safety system contractor to automatically drop power from 

stairwell, elevator lobby, and other doors within the path of egress upon alarm activation 

of the Fire/Life-Safety system.   

2. Coordinate with Fire/Life-Safety system contractor for scheduled release of 

electromagnetic door holders on designated card reader doors as indicated on project 

drawings.  Provide ACAMS output modules as necessary to interface with Fire/Life-

Safety system. 

3. Provide emergency door release pull stations with double pole, double throw contacts 

located in elevator vestibule lobbies as indicated on project drawings.  First set of 

contacts to break power to electrified door hardware on adjacent card reader door.  

Second set of contacts to connect with ACAMS.  Provide ACAMS input modules as 

necessary to monitor status of emergency door release pull stations.    

E. Tamper Monitoring 

1. Provide additional monitor input points for monitoring the following: 

a. Tamper switches located within each security equipment enclosure and wireway 

(use unsupervised inputs for this purpose). 

b. Supervision of power supplies and batteries (use unsupervised inputs for this 

purpose). 

c. Tamper switches located within each door junction box. 

1.03 SUBMITTALS 

A. Contractor Qualifications: Submit certification letters for the manufacturer of the ACAMS. 

B. Product Data: Submit product information for components specified herein. 

C. Shop Drawings: 

1. Device placement on floor plans 

2. Point-to-Point Diagrams:  Include wiring, points of connection and interconnecting 

devices between the following: 

a. ACAMS control panel 

b. ACAMS card reader and input/output modules 

c. ACAMS power supplies 

d. Card Readers 

e. Wireless Card Reader interface modules  

f. Alarm contacts and request-to-exit sensors 

g. Local audible alarms 

h. Interface to electrified door hardware 

i. Interface to ADA auto operators and actuators 

j. Interface to fire/life-safety system 

k. Interface to elevator controller 

l. Hardwired interfaces to IDS 
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m. Cable conductors (identify conductors on the point-to-point diagrams with the 

same tag as the installed conductor) 

3. Schedules:  Provide schedules for ACAMS control panels that show each point ID with a 

description of the connected devices. 

4. Block Diagram/Riser Diagram:  Show the ACAMS components, conduit, wire types, and 

sizes between them, including cabling interties between termination hardware. 

5. Custom mounting details 

1.04 EXTRA MATERIALS 

A. Provide 10% spare parts of total installed the following: (Round up to the next complete device) 

1. Card Readers 

2. Fuses (Place five (5) of each type of fuse inside each SEC and power supply housing). 

3. Relays 

PART 2 - PRODUCTS 

2.01 MANUFACTURERS 

A. Access Control & Alarm Monitoring System 

1. Software House CCURE 9000 to match campus standards 

2.02 ACAMS CONTROLLERS 

A. General 

1. An intelligent controller with integrated battery backup, database, and communication 

ports that supports 16 card readers. 

2. Supports multiple communication channels to which a variety of devices can connect. 

3. Supports hardware modules used for additional memory and/or for future feature 

enhancements. 

4. Functions provided include:  

a. Central control for attached devices and addressable modules 

b. Makes decisions for access 

c. Responds to monitor activity 

d. Receives input to control its decision making 

e. Reports activity to other devices 

B. Features 

1. Supports HID proximity, MIFARE, and DESFire card reader formats 

2. Supports flash upgrades for firmware updates 

3. Utilizes an onboard Ethernet NIC for TCP/IP communication, supporting IPv4 and IPv6 

4. Global input/output and anti-passback functionality 

5. Capable of utilizing keypad commands to activate/deactivate events 

C. Supports RS-485 or RS-422connectivity to addressable modules: 
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1. Input Module: Supports 8 Class A supervised input points 

2. Output Module: Supports 8 Form C dry contact relays 

3. Reader Interface Module: Supports 2 or 4 card readers with associated alarm contacts, 

request-to-exit devices, and lock outputs  

D. Manufacturer 

1. Software House # iSTAR ULTRA 64MB control panel 

a. Accessories 

1) Software House # I8 input module 

2) Software House # R8 output module 

3) Software House # RM-4E reader interface module 

4) Allegion PIM400-485; Panel Interface Module  

2.03 EQUIPMENT ENCLOSURES 

A. General 

1. Provide enclosures with butt hinged and lockable door containing a lock kit (keyed alike 

with other security enclosures on the project). 

2. Provide perforated back panel for mounting control boards, relays, and terminal strips 

with enclosure. 

3. Provide slotted wiring duct for routing security cabling within enclosure. 

4. One tamper switch for each enclosure    

B. Security Equipment Cabinets 

1. Type: NEMA type 1 enclosure 

2. Size: 36” x 24” x 6” minimum 

3. Finish: ANSI 61 gray polyester powder paint finish inside and out 

4. Manufacturer: 

a. Cooper B-Line # 36246-1PP with back panel and lock kit 

b. Hoffman #A36N24M with #A36N24MPP back panel and #A612AR lock kit 

c. Or Equal         

C. Security Junction Boxes 

1. Type: NEMA type 1 enclosure 

2. Size: 12” x 12” x 6” minimum 

3. Finish: ANSI 61 gray polyester powder paint finish inside and out 

4. Manufacturer: 

a. Cooper B-Line # 12126-1PP with back panel and lock kit 

b. Hoffman # A12N126 with #A12N12PP back panel and # A612AR lock kit 

c. Or Equal         

D. Slotted Wiring Duct 

1. Type: Lead-free PVC with narrow finger design 
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2. Size: 1” x 1” minimum 

3. Color: Light gray 

4. Manufacturer: 

a. Panduit # Type-F narrow slot wiring duct 

b. Iboco # T1-1010 wiring duct 

c. Or Equal 

2.04 WIREWAYS 

A. General: 

1. Provide screw cover wireway sections with open top assembly as shown on Security 

drawings. 

2. Provide closure plates to secure end of wireway sections. 

B. Screw Cover Gutter Wireways 

1. Type: NEMA type 1 enclosure 

2. Size: 4” x 4” x 48” minimum 

3. Finish: ANSI 61 gray polyester powder paint finish inside and out 

4. Manufacturer: 

a. Copper B-Line # 4448-G-NK lay-in painted wireway without knockouts 

b. Hoffman # F44T148GVP lay-in painted wireway without knockouts 

c. Or Equal 

5. Accessories: 

a. Cooper B-Line # 44-E-NK closure plate without knockouts 

b. Hoffman # A44GCPNK closure plate without knockouts 

c. Or Equal 

2.05 TERMINAL BLOCKS 

A. General 

1. Provide terminal blocks inside SEC for demarcation of elevator traveler and security 

cabling. 

2. Provide DIN rails and other mounting accessories for a complete installation. 

B. Modular Terminal Strips 

1. Push-in style bridging system that utilizes the IDC termination method 

2. Feed through style, single level 

3. Modular design 

4. Capable of mounting on standard 35mm DIN rails 

5. Manufacturer: 

a. Phoenix Contact # QTC-1,5 terminal block 

b. Weidmuller 

c. Or Equal 
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6. Accessories: 

a. Phoenix Contact # NS-35/7,5 DIN rail 

b. Weidmuller 

c. Or Equal 

2.06 CARD READERS 

A. General 

1. Presenting an access card to the reader initiates a single transmission to the ACAMS 

controller. 

2. Rugged, weatherized polycarbonate enclosure, designed to withstand an operating 

temperatures of -22 to 120 degrees Fahrenheit (-30 to 65 degrees Celsius) and operating 

humidity of 5-95% non-condensing. 

3. Utilizes a Wiegand protocol for communication for compatibility with standard access 

control systems. 

4. Utilizes a multi-color LED and an audible sounder to indicate the status of the door.   

5. Utilizes an internal tamper switch that will indicate an alarm condition if an unauthorized 

attempt is made to disassemble the unit. 

6. FCC and CE certified, and conform to the following ISO standards: 

a. 15693 (CSN read-only) 

b. 14443A (CSN read-only) 

c. 14443B (CSN read-only) 

7. Capable of reading the following frequencies and card formats: 

a. 125kHz – HID, Indala, or AWID proximity 

b. 13.56MHz – MyD, ISO 15693 CSN (MyD, ICODE, Tag-it), ISO 14443A CSN 

(MIFARE, DESFire), ISO 14443B CSN, and US Government PIV 

B. Manufacturer 

1. HID # multiCLASS series 

a. Wall mount: HID # RP40 multi-technology card reader 

b. Wall mount with keypad: HID # RPK40 multi-technology card reader with 

integrated keypad 

c. Mullion style: HID # RP15 multi-technology card reader 

2.07 ACCESS CARDS 

A. General 

1. Utilizes a graphics quality surface that supports direct-to-card printing. 

2. Capable of being produced with holograms, ultra-violet fluorescent inks, or other anti-

counterfeiting features.    

B. Manufacturer 

1. HID ISOProx II proximity card, Corporate 1000 Program; verify card format with 

College in writing prior to ordering. 
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2.08 SECURITY SYSTEM PRINTERS 

A. Badging System Printer 

1. Features 

a. Print Method: Dye-sublimation, resin thermal transfer 

b. Resolution: Up to 300 dpi 

c. Colors: Up to 16.7 million, 256 shades per pixel 

d. Accept card thickness from 0.020 inches to 0.060 inches 

e. Capable of utilizing custom watermarks for additional security 

f. Includes Ethernet NIC option  

2. Manufacturer 

a. HID # DTC550 card printer 

b. Zebra # P430i card printer 

c. Magicard # Tango 2e card printer 

d. Or Equal 

2.09 ACAMS SECURITY WORKSTATION & COMPONENTS 

A. ACAMS Security Workstation 

1. Document the cost of this hardware at time of bid due to price reductions and 

advancements in technology.  Prior to placement of order, provide upgrades to the most 

current model as requested by the Owner up to the cost of the specified product. 

2. Provide complete prepackaged unit containing: 

a. Processor: Intel Core i7 Quad Core 870 2.93GHz, 8M L3Cache 

b. Memory: 4GB, 1333MHz FSB, DDR3 SDRAM, Non-ECC (2 DIMMS) 

c. Video Card: Dual 512MB, dual monitor compatible for support for up to 4 

monitors 

d. Monitors: Two 22” widescreen monitors, 1920x1080 resolution, with digital 

video inputs 

e. Hard Drive: 250GB SATA, 7200 RPM and 8MB DataBurst Cache 

f. OS: Microsoft Windows 7 Professional, or latest OS supported by manufacturer  

g. Optical Drive: 16xDVD-RW 

h. Network Adapter: Gigabit Ethernet NIC 

3. Manufacturer 

a. Dell # OptiPlex 980 series workstation 

1) Dell # USB Multimedia Pro keyboard 

2) Dell # USB optical mouse 

b. Or Approved Equal 

B. ACAMS Software 

1. Include software licenses:  Badging software license 

2. Manufacturer 

a. Software House # C-Cure 9000 client software 

C. UPS: 
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1. Provide one UPS for each workstation furnished. 

2. APC or equal by BEST for backup of one CPU and two monitors. Connect UPS alarm 

condition output relay to security system.  Provide smart software interface with UPS and 

operating system to facilitate automatic shut-down.  Provide a separate UPS for each 

required workstation. 

2.10 MAGNETIC CONTACT SWITCHES 

A. Wood, Steel, and Hollow Metal Doors 

1. General 

a. Mounting: Recessed  

b. Contacts: Single Pole, Single Throw 

c. Gap Distance: 0.5” maximum 

2. Manufacturer 

a. GE Security # 1078C 3/4” alarm contact switch 

b. GRI 

c. Or Equal 

B. Local Audible Alarmed Doors 

1. General 

a. Mounting: Recessed  

b. Contacts: Single Pole, Double Throw 

c. Gap Distance: 0.5” maximum 

2. Manufacturer 

a. GE Security # 1076C 3/4" alarm contact switch 

b. GRI 

c. Or Equal 

C. Overhead Roll-Up Doors 

1. General 

a. Mounting: Surface 

b. Contacts: Single Pole, Single Throw 

c. Gap Distance: 3.0” maximum 

d. Wiring: Armor Cable, 12” minimum 

2. Manufacturer 

a. GE Security # 2205 floor mounted contact switch with 3’ armored cable lead 

b. GRI 

c. Or Equal 

2.11 REQUEST-TO-EXIT MOTION SENSORS 

A. General 

1. Power: 12 or 24VDC, 35mA 

2. Relay Output: 2 form “C” contacts 

3. Adjustable relay latch time 
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4. Programmable retrigger or non-retrigger mode 

5. Programmable Fail Safe or Fail Secure Modes 

6. Radio Frequency Interference (RFI) Immunity range from 26 to 1,000 MHz at 50 v/m 

B. Manufacturer 

1. Bosch #DS160 with TP160 trim plate 

2. Honeywell #IS320WH with IS310WHTP trim plate 

3. Or Equal 

2.12 LOCAL AUDIBLE ALARMS 

A. General 

1. Panel operating voltage selectable 12 or 24VDC at 150mA. 

2. Keyswitch operation using rim cylinder provided by Owner to match existing standard. 

3. Utilizes 80 Db horn. 

4. Input points for door switch, alarm shunt, door status, tamper switch, and key switch 

override. 

5. Output points for door propped alarm, intrusion alarm, door status, tamper switch, and 

key switch override. 

6. Timers for access period, warning period, and auto reset. 

7. Tamper switch to detect the removal of the unit from the electrical back box. 

B. Manufacturer 

1. Designed Security # 4200 local alarm sounder 

2. Or Equal 

2.13 ACAMS POWER SUPPLIES 

A. General 

1. Provides a 120VAC to 12 and 24VDC output, fully supervised power supply to power 

ACAMS field devices. 

2. Utilizes 16 fused Class 2 rated power limited outputs. 

3. Short circuit and thermal overload protection. 

4. Integrated charger for sealed lead acid or gel type batteries. 

5. Capable of providing a 10 amp supply current. 

6. Supports a fire alarm disconnect to relay that individually selects any or all of the 16 

outputs. 

7. Enclosure with integrated tamper switch 

B. Manufacturer 

1. Altronix # MAXIM75 power supply 

2. Or Equal 
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2.14 BATTERIES 

A. General: 

1. Voltage: 12.00 

2. Amps: 12.00 

3. Chemistry: SLA or VRLA valve regulated 

4. Termination: Spade protected terminals 

B. Manufacturer: 

1. Yuasa #RE12-12 sealed lead acid 12V 12Ah battery 

2. Interstate Batteries #SLA1105 sealed lead acid 12V 12Ah battery 

3. Or Equal 

PART 3 - EXECUTION 

3.01 INSTALLATION 

A. ACAMS Control Panels 

1. Place power supply and associated hardware in same location. 

2. Install supervisory and end-of–line (EOL) resistors as required.  Refer to Section 28 00 

00 – Basic Security Requirements for EOL supervision requirements. 

3. Connect power supply tamper switches to ACAMS for SEC hub monitoring. 

B. Wireless Interface Module 

1. Field determine best location for wireless card reader interface module.  Locate module 

above accessible ceiling, whenever possible to avoid damage to units. 

2. Connect wireless interface module to ACAMS panel using the RS-485 data bus. 

C. Remote Reader Modules 

1. Locate remote reader module in accessible ceiling space unless otherwise noted on the 

project drawings. 

2. Power remove reader modules from power supply located at centralized security hub. 

D. Four-State End-of-Line (EOL) Supervision 

1. Provide designated resistors at device end of line per manufacturer’s EOL 

recommendation to provide four-state supervision of security device and cabling. 

2. Provide EOL supervision for alarm contacts, local alarm sounders, motion detectors, 

help/duress buttons, and other designated security devices connected to the ACAMS and 

IDS. 

3. Provide the following states of supervision: 

a. Contact closed = Secure 

b. Contact open = Alarm 

c. Short circuit = Line fault 

d. Open circuit = Line fault 
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E. Card Readers  

1. Wire the card reader‘s multi-color LED to indicate the following status of the door. 

a. Red status indicates the door is secure (locked). 

b. Green status indicates the door is unsecured (unlocked). 

c. Yellow status indicates the card reader is not functioning (off-line/trouble), is 

processing a read request, or has denied access. 

2. Utilize configuration card to enable optical tamper. 

3. Wire the card reader’s optical tamper to spare input on the ACAMS reader module and 

jumper ground wire from door contact to provide a Normally Closed circuit. 

4. The card reader to produce an audible beep tone to indicate to the user: 

a. The card was read and/or access was denied. 

b. Door is being held open and needs to be closed. 

F. Elevator Readers 

1. Furnish card reader to elevator contractor for installation, 

2. Coordinate the installation and termination of the card reader inside the cab and in the 

elevator machine room. 

3. Coordinate with elevator contractor to connect ACAMS output relays to elevator 

controller.  Install terminal blocks in security demarcation enclosure as indicated on 

project drawings to separate security from elevator cabling. 

G. Door Hardware 

1. Route power to electrically controlled locks on life-safety doors through fire alarm output 

to automatically unlock the door upon activation of Fire/Life-Safety system.  Connect fire 

alarm output to the disconnect relay on the associated 24VDC lock power supply. 

2. Setup and conduct a door hardware coordination meeting. 

3. Coordinate the installation and termination of the security cable with the installation of 

the electric door hardware and transfer hinge. 

4. Provide cable and terminate wires to delayed egress devices for monitoring activation of 

delayed egress by the ACAMS system. 

H. Door Contacts 

1. Install on protected (secured) side of door. 

2. Install 6” from leading edge at top of door. 

I. Request-To Exit Motion Detectors 

1. Mount motion detector on the secured (protected) side of door. 

2. Install motion detector so that detection pattern is not obstructed by Exit Signs, light 

fixtures and other objects that would interfere with proper operation. 

3. Adjust relay hold time and pattern to properly detect valid exit and allow shunting of 

door contact. 

4. Adjust detection sensitivity to pulse. 

5. Mask detector lens to provide a confined detection area limited to the door handle or 

pushbar. 
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6. Run wire inside structural tube steel frame into back of condulet for cage locations.  

J. Local Alarm Sounders 

1. Mount local alarm sounder as indicated on project drawings. 

2. Install local, square, and plumb.  Set flush-mounted units so that the face of the cover, 

bezel, or escutcheon matches the surrounding finished surface. 

3. Mount so that there are no gaps, cracks, or obvious lines between the trim and the 

adjacent finished surface.  

3.02 PROGRAMMING 

A. Prior to the completion of construction, schedule and hold a meeting with the Owner to determine 

the programming criteria. Discuss the following: 

1. Door and device names 

2. Access card levels and door groupings 

3. Alarm priority levels 

4. Alarm integration with IDS including arming and disarming protocol through the 

ACAMS card readers (for example valid card disarms alarm partition while presenting 

card two times arms alarm partition) 

5. Schedules and time codes 

6. Holidays and holiday types (priorities) 

7. Action/responses from individual input points 

8. Standard and custom (expanded) reports 

9. Defining alarm messages and standard response messages applicable to site 

10. Routing of alarm points to selected pagers 

11. Routing of alarm points to operator’s workstations, printers, and history files 

12. Coordinate implementation of graphics with Owner.  Develop sample graphic complete 

with icons and text. Alarms to appear on building floor plans depicting the nature and 

location of alarms.  Review and revise graphic layout as required by Owner. 

13. System data base backup to external hard-drives 

B. Document the results of the meeting and perform necessary programming to achieve the Owner’s 

requests. 

C. System Operation, Alarm and Reporting Function: Program door control panel tamper switches to 

immediately reported as a separate “tamper” point to the system resulting in an alarm condition 

displayed in both text and graphic form on the applicable workstation(s) and an alarm message 

transmitted to the appropriate pager(s). 

D. Receive CAD drawing files of floor plans and perform the following relative to system graphics: 

1. Delete non-applicable drawing layers and details to arrive at simple floor plans of the 

building as built. 

2. Convert drawings to a graphic file format compatible with the Owner’s access control 

and alarm monitoring system. 

3. Load drawing files into the system. 
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4. Apply new and predefined icons and other points on each graphic to indicate point and 

control status. 

5. Link graphic images to reader, monitor and control points. 

E. Program routing of monitor and control points. Route activations and restore messages to one or 

more of the following locations as directed by the Owner’s Representative: 

1. One or more system workstations; 

2. One or more system printers; 

3. One or more alphanumeric pagers;  

4. History files in addition to the above; 

5. History files only. 

F. Program the system such that reliance on a remote host for routine building operations, such as 

scheduled door commands and conditional events, are minimized to the greatest extent possible 

and decisions are made at the local building controller. 

G. Program the system in a manner that minimizes the amount of time required for the users to make 

updates and maintain the system on a daily basis especially updates that impact card holder record 

updates.  Nested programs, such as reader groupings used in access codes shall be used to the 

greatest extent possible such that single actions are required to update an entire card data 

population.  If there is a question regarding the appropriate approach to programming, given the 

flexibility of most systems, contact the Engineer prior to any initial programming 

H. Complete other programming as required for system operation. 

I. Program and setup the system such that no additional programming other than entering new access 

cards is required.  Include setup of available features of the software. 

J. Use the point names provided on the system point schedule. 

K. Perform 2 full system back-ups at completion of initial programming and deliver one copy to 

owner with letter of Transmittal explaining information included in back-up and brief description 

of recovery procedures. Label the second CD-ROM and store onsite.  Perform back-ups on a 

regular basis through the remainder of the project. 

L. Customize menus with the assistance of the factory to “gray-out” features not used on project 

(such as elevator control). 

M. Perform field software changes after the initial programming session to "fine tune" operating 

parameters and sequence of operations based on revised operating requirements. 

3.03 TESTING 

A. Commission ACAMS in accordance with Section 28 08 00. 

END OF SECTION 
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SECTION 28 16 00 

INTRUSION DETECTION SYSTEM 

PART 1 - GENERAL 

1.01 SUMMARY 

A. General: Furnish engineering, labor, materials, apparatus, tools, equipment, transportation, 

temporary construction, and special or occasional services required to make a complete working 

intrusion detection system installation as described in these specifications. 

B. Section includes: 

1. Intrusion Detection System, including digital communicator, keypad, and alarm devices. 

2. Door contacts, glass break detectors, motion sensors 

3. Duress alarm stations 

4. Interfaces and connections between intrusion detection subsystems to allow 

communication with one another 

C. Products furnished and installed under another section: 

1. 120V power 

2. Network connectivity for IDS Panel via Owner’s local/wide area network 

3. Phone line 

D. Related sections: 

1. Section 28 00 00 – Basic Security Requirements: for submittal format, warranty, general 

product requirements, and installation requirements 

2. Section 28 13 00 – ACAMS: for interface requirement to the intrusion detection system 

3. Section 28 05 13 – Security System Cabling: for cable requirements related to the IDS 

4. Section 28 05 53 – Security System Labeling: for device labeling requirements 

5. Section 28 08 00 – Security System Acceptance Testing: for testing requirements 

1.02 SYSTEM DESCRIPTION 

A. Overview 

1. The IDS is comprised of multiple areas that can be armed and disarmed independently of 

each other [through IDS keypads or through integration with the ACAMS]. 

2. The IDS is utilized for after hours monitoring of the building(s), interior partitions and 

alarm zones.  The IDS will also be utilized for 24-hour monitoring of specific areas 

which include but are not limited to duress buttons, glass breaks, etc. 

3. Activation of the IDS dials a remote, third party central station to first contact Police 

Services on campus during campus hours or dispatch the local [San Pablo/Pleasant 

Hill/Pittsburg/other city] Police Department after hours.  

4. The IDS integrate with the ACAMS through software to send alarm information for 

secondary monitoring with the ACAMS and hardwired input points for remote 

monitoring of ACAMS door alarm contact status. 
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B. Intrusion Detection System 

1. Provide an IDS control panel with integrated UL listed digital communicator shown on 

the project drawings. Panels support up to 8 areas and 64 zones by use of addressable 

input/output point modules. 

2. Provide LCD command keypads as indicated on project drawings.  Keypads allow for 

system arming and disarming by authorized users. 

3. Provide wireless back up alarm communicator. 

4. Provide under counter duress buttons as indicated on project drawings.  Program duress 

alarm inputs as 24 hours zones. 

5. Provide motion and glass break sensors as indicated on project drawings. 

6. Provide alarm contacts on perimeter doors and operable windows as indicated on project 

drawings. (if project does not include ACAMS or integration to existing ACAMS) 

7. Provide local audible alarms on doors indicated on project drawings. 

8. Provide double pole, double throw alarm contacts on doors with local alarm sounders.  

Wire one contact to alarm sounder and wire the other contact to the IDS. 

9. Provide 12VDC auxiliary power supply to support the field devices indicated on project 

drawings. 

10. Provide battery backup of IDS components and power supplies for a minimum of 24 

hours in the event of a power failure or emergency. 

C. Interface with ACAMS 

1. Connect ACAMS alarm outputs to the IDS control panel.  Provide expansion modules as 

necessary to support the security devices shown on the project drawings. 

2. Integrate IDS with ACAMS for alarm monitoring and alarm partition arming/disarming 

through ACAMS workstation(s). 

D. Tamper Monitoring 

1. Provide additional monitor input points for monitoring the following: 

a. Tamper switches located within each security equipment enclosure and wireway 

(use unsupervised inputs for this purpose). 

b. Supervision of power supplies and batteries (use unsupervised inputs for this 

purpose). 

1.03 SUBMITTALS 

A. Product Data: Submit product information for the intrusion detection systems, including: 

1. IDS control panel 

2. Keypads 

3. Cellular backup communicator 

4. Duress buttons 

5. Motion sensors 

6. Glass break sensors  

7. Alarm contacts 
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8. Local audible alarms 

9. Power supplies 

10. Calculations for backup batteries 

B. Shop Drawings: Submit shop drawings containing the following: 

1. Device placement on floor plans 

2. Point-to-Point Wiring Diagrams: Include wiring, points of connect, and interconnecting 

devices between the following: 

a. IDS control panel 

b. IDS expansion modules and relays 

c. Keypads 

d. Motion sensors 

e. Glass break sensors 

f. Alarm contacts 

g. Local audible alarms 

h. Power supplies 

i. Cable conductors (identify conductors on the point-to-point diagrams with the 

same tag as the installed conductor)       

3. Schedules:  Provide schedules for the IDS control panel that show each alarm zone, 

applicable area or partition, and a description of the connected device. 

4. Custom mounting details 

1.04 EXTRA MATERIALS 

A. Provide 10%, of the total installed, spare parts for the following: (Round up to the next complete 

device) 

1. Motion sensors 

2. Glass break sensors 

3. Duress buttons 

4. Alarm contacts 

PART 2 - PRODUCTS 

2.01 MANUFACTURERS 

A. Intrusion Detection System 

1. DSC to match campus standard 

2.02 IDS CONTROL PANELS 

A. General 

1. Integrated UL listed digital communicator with phone line monitor (loop or ground start). 

2. Supports up to 64 alarm zones and 8 programmable areas or partitions. 

3. Capable of utilizing multiple telephone numbers, primary and duplicate paths with main 

and alternate destinations. 
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4. Capable of utilizing a dual phone line switcher to monitor 2 phone lines. 

5. Capable of sending daily automatic test and status reports. 

6. Supports supervised expansion and relay output modules. 

7. Supports RS-232 connectivity to third party devices for automation. 

8. Capable of utilizing an TCP/IP converter for Ethernet connectivity. 

B. Manufacturer 

1. DSC PowerSeries #PC1864 8-64 zone control panel   

a. Accessories 

1) DSC #PC5200 Power Supply Module 

2) DSC #PC5204 Power Supply Module 

b. Expansion modules 

1) DSC # PC5100 Addressable Xone Expander 

2) DSC # PC5108 8-Hardwire Xone Expander 

3) DSC # PC 5208 Programmable Output Module 

4) DSC # IT-100 Integration Module 

5) Lantronix # UDS1100 w/ #500-163-R cable adapter 

6) DSC #TL250GS Internet Alarm Communicator 

c. Wireless back-up communication device 

1) DSC #GS3060; Universal Wireless Alarm Communicator 

2.03 IDS KEYPADS 

A. General 

1. 32-character display 

2. Keys light on entry or key press 

3. Back lighted multi-key touch pad  

4. User controlled brightness and loudness 

B. Provide the ability to display for each detection point: 

1. Alarm 

2. Trouble 

3. Supervisory 

4. Faulted 

5. Custom text 

C. System wide displays include: 

1. Local system test 

2. Sensor reset 

3. Event log 

D. Manufacturer 

1. DSC #PK5500 64-Zone LCD Full-Message Keypad 
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2.04 DURESS BUTTONS 

A. General 

1. Actuating lever, housing, and cover plate made of ABS fire-retardant plastic 

2. Latching circuit with integrated LED 

3. Contact: Normally Open or Normally Closed electrical loop, SPDT 

4. Operating Voltage: 12VDC    

B. Manufacturer:   

1. GE Security # 3040 panic switch 

2. Or Equal 

2.05 MOTION SENSORS 

A. General 

1. Type: Passive infrared (PIR) detector with Fresnel type lens  

2. Operating Voltage: 10-14VDC 

3. Range: 35’ x 35’ minimum 

4. Integrated tamper switch 

B. Manufacturer 

1. Wall mount 

a. Bosch # ISM-BLP1 blue line PIR detector 

b. Or Equal 

2. Ceiling Mount 

a. Bosch # DS938Z panoramic PIR detector 

b. Or Equal    

2.06 GLASS BREAK SENSORS 

A. General 

1. Type: Digital, utilizing DSP technology 

2. Operating Voltage: 6-18 VDC 

3. Range: 25’ maximum, omnidirectional 

4. Integrated tamper switch  

B. Manufacturer: 

1. Honeywell # FG-1628T glass break sensor 

2. Or Equal 

2.07 MAGNETIC CONTACT SWITCHES 

A. Wood, Steel, and Hallow Metal Doors 

1. Mounting: Recessed  



Contra Costa Community College District 

Security Design Guidelines 

 

 28 16 00 - 6 Intrusion Detection System 

2. Contacts: Single Pole, Single Throw 

3. Gap Distance: 1.0” maximum 

4. Manufacturer: 

a. GE Security # 1078 1” alarm contact switch 

b. Or Equal 

B. Local Audible Alarmed Doors 

1. Mounting: Recessed  

2. Contacts: Double Pole, Double Throw 

3. Gap Distance: 0.5” maximum 

4. Manufacturer: 

a. GE Security # 1076D alarm contact switch 

b. Or Equal 

C. Overhead Roll-Up Doors 

1. Mounting: Surface 

2. Contacts: Single Pole, Single Throw 

3. Gap Distance: 3.0” maximum 

4. Wiring: Armor Cable, 12” minimum 

5. Manufacturer: 

a. GE Security # 2205 floor mounted contact switch with 3’ armored cable lead 

b. Or Equal 

2.08 LOCAL AUDIBLE ALARMS 

A. General 

1. Panel operating voltage selectable 12 or 24VDC at 150mA. 

2. Keyswitch operation using rim cylinder provided by Owner to match existing standard. 

3. Utilizes 80 Db horn. 

4. Input points for door switch, alarm shunt, door status, tamper switch, and key switch 

override. 

5. Output points for door propped alarm, intrusion alarm, door status, tamper switch, and 

key switch override. 

6. Timers for access period, warning period, and auto reset. 

7. Tamper switch to detect the removal of the unit from the electrical back box. 

B. Manufacturer 

1. Designed Security # 4200 local alarm sounder 

2. Or Equal 

2.09 IDS POWER SUPPLIES 

A. General 
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1. Provides a 120VAC to 12/24VDC output, fully supervised power supply to power IDS 

field devices. 

2. Utilizes 16 PTC Class 2 rated power limited outputs. 

3. Short circuit and thermal overload protection. 

4. Integrated charger for sealed lead acid or gel type batteries. 

5. Capable of providing 6 amp supply current. 

B. Manufacturer 

1. Altronix # AL600ULXPD16CB multi-output power supply/charger 

2. Or Equal 

PART 3 - EXECUTION 

3.01 INSTALLATION 

A. General 

1. Follow manufacturers recommended guidelines for installation. 

B. Components 

1. IDS Control Panel 

a. Utilize dedicated [or ACAMS] power supplies to power control panel and 

associated expansion boards.  Do not use plug-in transformers. 

b. Place power supply and associated hardware in same location. 

c. Install supervisory and end-of-line resistors on alarm initiating devices. 

d. Coordinate installation of phone jack and network connection in IDS control 

panel enclosure for communications to the contracted central station and 

integration with the ACAMS. 

2. Keypads 

a. Mount keypads as indicated on project drawings. 

3. Duress Buttons 

a. Mount duress buttons under work desks as indicated on the project drawings. 

b. Coordinate with architect and casework contractor to field determine exact 

placement prior to installation. 

4. Motion Sensors 

a. Mount motion detectors as indicated on project drawings.  Verify current 

location to maximize coverage prior to installation. 

b. Install motion detector so that detection pattern is not obstructed by exit signs, 

light fixtures, and other objects that would interfere with proper operation. 

5. Glass Break Sensors 

a. Mount glass break detectors as indicated on drawing.  Verify correct location to 

maximize coverage prior to installation. 

6. Door Position Contacts (if not installed with ACAMS) 

a. Program input on IDS control panel to receive alarm output from ACAMS 

indicating card reader door forced or door held-open alarm. 

b. Install on protected (secured) side of door. 
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c. Install 6” from leading edge at top of door. 

3.02 PROGRAMMING 

A. Prior to the completion of construction, schedule a meeting with the Owner to determine the 

following programming criteria: 

1. Zone or alarm point descriptions 

2. User authority levels to arm/disarm areas or alarm partitions 

3. Auto arm/disarm schedules 

4. Arm/disarm requirements through the ACAMS using specific credentials. 

5. Interface requirement with ACAMS 

6. Central station response from individual alarm points 

7. Central station password and call list information 

B. Document the results of the meeting and perform necessary programming to achieve the Owner’s 

requests.  Program and setup the system such that no additional programming other than entering 

new access codes is required. 

3.03 TESTING 

A. Commission the Intrusion Detection System in accordance with Section 28 08 00. 

END OF SECTION 
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SECTION 13720 

VIDEO SURVEILLANCE SYSTEM 

PART 1 - GENERAL 

1.01 SUMMARY 

A. General: Provide engineering, labor, materials, apparatus, tools, equipment, transportation, 

temporary construction, and special or occasional services as required to make a complete working 

video surveillance system installation, as described in this specification. 

B. Section Includes:  

1. VSS Monitoring and Recording System 

2. VSS Fixed, Multi-sensor, and PTZ IP cameras, lens, mounts, and housing 

3. VSS Power supplies 

4. Integration with ACAMS 

5. Interfaces and connections between VSS subsystems to allow communication with one 

another 

C. Products Supplied But Not Installed Under This Section: 

1. None 

D. Products Installed But Not Supplied Under This Section: 

1. None 

E. Products Specified But Not Installed Under This Section: 

1. None 

F. Products Furnished and Installed Under another Section: 

1. 120V power 

2. Ethernet cable back to telecommunication for IP cameras 

3. PoE switches in the telecommunications rooms for VSS connectivity via LAN/WAN 

G. Related Sections: 

1. Consult other Divisions, determine the extent and character of related work and properly 

coordinate work specified herein with that specified elsewhere to produce a complete and 

operable system. 

2. Section 280000 Basic Security System Requirements: includes general project 

requirements, submittal formats, installation, and warranty requirements. 

3. Section 281300 Access Control & Alarm Monitoring System: includes product 

information for video integration with the ACAMS. 

4. Section 280513 Security System Cabling: includes product information for wire and cable 

needed to support the video surveillance system. 
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5. Section 280553 Security System Labeling: includes label types and formats for security 

devices. 

6. Section 280800 Security Acceptance Testing: includes the integrating 

testing/commissioning requirements for the video surveillance system. 

1.02 DEFINITIONS 

A. The Definitions of Division 1 apply to the 28 XX XX sections. 

B. In addition to those Definitions of Division 1, the following list of terms as used in this 

specification defined as follows: 

1. “IP”: Internet Protocol 

2. “NVR”: Network Video Recorder 

3. “VMS”: Video Management System 

4. “PTZ”: Pan-Tilt-Zoom 

5. “NAS”: Network Attached Storage 

6. “PoE”: Power-over-Ethernet 

7. “VSS”: Video Surveillance System 

1.03 SYSTEM DESCRIPTION 

A. Overview 

1. The VSS is a network of IP cameras connected to and managed through a video 

management and recording server software and viewed on client workstations.  The 

recording servers are managed and provided by District / Campus IT on centrally located 

servers.   

2. The VSS consists of interior and exterior fixed and PTZ IP cameras, networked video 

recorders, management software, and dedicated client video monitoring workstations. 

3. Cameras will integrate with the ACAMS through software and TCP/IP communication for 

alarm events which initiate video recording and tag video with specific alarms. 

B. VSS Camera System - Base Bid 

1. Provide VSS software and licenses capable of video motion detection and integration 

capabilities with the ACAMS software for alarm interface. 

2. Provide the appropriate number of video licenses for IP cameras connected to the VSS 

video management system. 

3. Coordinate installation of VSS camera licenses on centrally located network video 

server(s) hardware provided by the Owner.  Provide District / Campus IT the bandwidth 

and storage requirements for cameras included under the project scope to ensure 

appropriate resources are available. 

4. Provide NVR client workstation software for monitoring and viewing capabilities in the 

Police Services Office.  Load client software on existing workstation located in the 

security office. 

5. Coordinate network connection between IP cameras and existing security workstation at 

the Police Services Office with the District’s IT department prior to installation. 
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6. Coordinate one static IP network connection for each camera and/or IP video encoder. 

7. Provide IP fixed VSS cameras as indicated on the floor plans. 

8. Provide IP multi-sensor VSS cameras as indicated on the floor plans. 

9. Provide IP PTZ VSS site camera as indicated on the floor plans. 

10. Provide day/night cameras in outdoor locations with low light levels.  Coordinate field of 

view with exterior light sources to prevent poor image quality. 

11. Provide VSS camera power supplies (if needed) for PTZ and exterior camera enclosures. 

12. Provide software interface to the ACAMS for alarm call up of cameras and PTZ specific 

presets on predefined alarm events. 

C. Tamper Monitoring 

1. Provide additional monitor input points for monitoring the following: 

a. Tamper switches located within each security equipment enclosure and wire way 

b. Supervision of power supplies and batteries 

1.04 SUBMITTALS 

A. Contractor Qualifications: Submit certifications for the manufacturers of the video surveillance 

equipment. 

B. Product Data: Submit product information for components specified herein. 

C. Shop Drawings: 

1. Device placement on floor plans. 

2. Point-to-Point Diagrams:  Include wiring, points of connection and interconnecting 

devices between the following: 

a. Video surveillance system, monitors, and recording equipment 

b. Devices connected to the system 

c. Miscellaneous control relays 

d. Conductors (identify conductors on the point-to-point diagrams with the same 

tag as the installed conductor) 

3. Block Diagram/Riser Diagram:  Show the video surveillance system components, conduit, 

wire types, and sizes between them, including cabling interties between termination 

hardware. 

4. User interface graphics with icons and control buttons displayed. 

5. Custom mounting details 

1.05 EXTRA MATERIALS 

A. Provide 10% spare parts of total installed the following: (Round up to the next complete device) 

1. Fuses (Place five (5) of each type of fuse inside each power supply). 

1.06 WARRANTY 

A. Camera Systems 
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1. Provide a manufacturer’s warranty covering repair or replacement of defective parts for a 

period of one year from the date of shipment from the factory 

2. Cameras and support devices 

a. Provide a manufacturer’s warranty covering repair or replacement of defective 

parts for a period of one year from the date of shipment from the factory. 

PART 2 - PRODUCTS 

2.01 MANUFACTURERS 

A. Video Surveillance System 

1. Network Video Recorder Software 

a. Salient Systems 

2. IP Cameras 

a. Sony 

b. Axis Communications 

c. Arecont Vision 

d. Or Equal 

3. Power Supplies 

a. Altronix 

b. Pelco 

c. Or Equal 

 

2.02 CAMERA SYSTEMS 

A. General 

1. Type: Color, solid-state CCD with DSP technology, unless otherwise noted 

2. Power: 24 VAC/VDC, 

3. Imager: 1/3 inch format, unless otherwise noted  

4. Lens Mount: Accept a "CS" mount auto or manual-iris lens 

5. Synch: Adjustable line lock for synchronizing camera to power line.  No auxiliary sync 

cable required. 

6. Resolution: 640x480 minimum resolution (EIA RS-170), unless otherwise noted 

7. Minimum Light Level: 0.1 fc imager illumination at full video, unless otherwise noted 

8. Lens: Field determine, unless otherwise noted 

9. Video transmission through IP or analog signals through IP encoder 

B. Fixed IP Interior Dome Cameras 

1. Complete prepackaged unit containing: 

a. Minimum 1280x720 megapixel resolution for fixed cameras, with progressive 

scan 
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b. Resolution: 30 frames per second at all resolutions 

c. Video streaming: Simultaneous Motion JPEG and H.264 

d. Auto iris, varifocal lens of 2.5-6mm 

e. Security: IP address filtering and HTTPS encryption 

f. Power over Ethernet (IEEE 802.3af), Class 1 

g. Connectors:  

1) Ethernet 10/100 BaseT, RJ-45 

2) Terminal block for alarm inputs, output, and RS-485/422 

3) Power - Mini DC 

h. Dome housing 

2. Manufacturer: 

a. Axis #P33 Series network dome megapixel camera 

b. Sony #SNCDH140 network dome megapixel camera 

c. Arecont Vision #AV1355 network dome megapixel camera 

d. Or Equal 

3. Accessories: 

a. Axis In-Ceiling Mount #5502-361 or Surface Mounting Plate #5502-401 

b. Sony In-Ceiling Mount #YTICB45 

c. Arecont Vision Surface Mounting Plate #MD-EBA 

d. Or Equal 

C. Exterior Fixed IP Mini-Dome Cameras 

1. Complete prepackaged unit containing: 

a. Superior 1.3 megapixel image sensor quality with progressive scan 

b. Resolution: 12 frames per second at 1280x1024 and 30 frames per second at 

640x480 

c. Video streaming: Simultaneous Motion JPEG and MPEG-4 

d. Auto iris, varifocal lens of 2.8-10mm 

e. Security: IP address filtering and HTTPS encryption 

f. Power over Ethernet (IEEE 802.3af), Class 1 

g. Connectors:  

1) Ethernet 10/100 BaseT, RJ-45 

2) Terminal block for alarm inputs, output, and RS-485/422 

3) Analog video, BNC composite output 

4) Audio line output, mini-jack 

h. Vandal resistant dome housing 

i. Manufacturer: 

1) Axis #P33 Series megapixel network mini-dome camera 

2) Or Equal 

j. Accessories: 

1) Axis #5502-321 Pendant kit 

2) Axis #5017-611 Wall Bracket 

3) Axis #5017-641 Corner Bracket 
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4) Axis #5017-671 Pole Bracket 

D. PTZ IP Dome Camera 

1. Provide IP PTZ camera with appropriate mount to flush mount into roof soffit 

2. Complete prepackaged unit containing: 

a. 1/4” high-resolution color CCD camera & motorized zoom auto-iris lens 

b. Resolution:  Supports 1280x720 resolution at 30 frames per second 

c. Resolution: 30 frames per second at all resolutions 

d. High-speed pan and tilt that is stepper motor driven (belt-driven not acceptable). 

e. Integral receiver/driver 

f. Color 

g. Integral 18X min optical zoom lens for exterior locations 

h. Exterior cameras: wide dynamic range and auto day/night switching between 

color and B/W 

i. Motion JPEG and H.264 video compression 

j. Integrated heater and blower for exterior locations 

k. Power over Ethernet plus (IEEE 802.3at) compatible 

l. Electronic Image Stabilizer 

3. Provide seismic support of unit attached directly to roof soffit structure. 

4. Manufacturer: 

a. Sony #SNCRH164 

b. Axis #P5534 Series 

c. Or Equal 

5. Accessories: 

a. Sony #UNI#MB1 mounting bracket 

b. Axis #T91A Mounting Accessories 

c. Or Equal 

E. Multi-sensor camera 

1. Complete prepackaged unit containing: 

a. Minimum resolution: (4) 1920 x1080 

b. Video Compression format: H.264 

c. Power over Ethernet (IEEE 802.3af, Class 2) 

d. Frame Rate: 12.5 fps at H.264 

e. Sensor: Four 1/2.8” progressive scan RGB CMOS sensors 

f. Vandal Resistant Dome 

2. Manufacturer, or equal: 

a. Axis P3707-PE 

3. Accessories, or equal: 

a. AXIS T91D61 Wall Mount including weather shield 

F. License plate capture camera 

1. Integrated infrared imager for capture up to 50ft. 
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2. Housing: NEMA4 Compliant 

3. IP Video Transmission 

4. Manufacturers: 

a. Inex-Tech ALPR Platform 

b. ARH ParkIT 

c. Hanwa with Arteco LPR Open Platform Application 

2.03 VIDEO MANAGEMENT SOFTWARE 

A. NVR Video Management Software 

1. Video surveillance software must have software integration with ACAMS.  Hard-wired 

input/output alarms is not acceptable. 

2. Include software licenses: 

a. Camera licenses to support devices shown on project drawings 

b. Client workstation licenses to support a minimum of 5 concurrent users 

c. Internet Explorer client browser license 

3. Manufacturer: 

a. Salient Systems Complete View Enterprise (to match existing standard) 

b. Salient Systems LPR Tracker 

2.04 POWER SUPPLIES/BATTERY CHARGERS 

A. VSS System Power Supplies 

1. 120 VAC input to 24 VAC output, continuous current, fully supervised power supplies 

for power to cameras. 

2. Provide a separate fused connection to power supply per camera. 

3. Exterior PTZ Camera 

a. Pelco #WCS 1-4 NEMA4X/IP66 rated for outdoor use 

b. AXIS #5000-001 24VAC Outdoor power supply 

c. Altronix 

d. Or Equal 

2.05 VSS LIGHTNING PROTECTORS 

A. Power Line Protectors 

1. Provide on power lines serving exterior cameras. 

2. Manufacturer:  

a. PolyPhaser Corp #IS-SPTV 

b. DITEK 

c. Or Equal 

B. PTZ Data Line Protectors 

1. Provide on data lines serving exterior IP cameras. 
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2. Manufacturer:  

a. PolyPhaser Corp #NX4-60-IG 

b. DITEK  

c. Or Equal 

2.06 IP VIDEO ENCODER 

A. General 

1. Video Compression: Motion JPEG, MPEG-4 Part 2 (ISO/IEC 14496-3), Profiles: ASP 

and SP 

2. Resolution: 4CIF, 2CIFExp, 2CIF, QCI 

3. Frame Rate: Up to 30/25 per channel 

4. Pan/Tilt /Zoom control 

5. Alarm and event management 

6. Channels: 4 minimum 

B. Blade Video Server 

1. Hot-swappable  

2. Built-in, universal power supply 

3. Security: IP address filtering and HTTPS encryption 

4. Manufacturer: 

a. Axis #243Q blade video server 

b. Or equal 

C. Video Server Rack Enclosure 

1. High density rack-mount solution 

2. Capable of storing a minimum of 3 interchangeable and hot-swappable blade video 

servers 

3. Manufacturer: 

a. Axis #291 1U video server rack 

b. Or equal 

PART 3 - EXECUTION 

3.01 INSTALLATION 

A. VSS Cameras 

1. Provide outdoor housing and mounts for exterior cameras. 

2. Field determine exact placement of cameras to ensure complete coverage.   

3. Coordinate location with obstructions such as columns or exceedingly high shelving units 

to avoid concealment opportunity. 

4. Field determine fixed camera lens size to ensure complete coverage. 
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5. Route watertight flex from junction box to camera housing from below on exterior 

cameras. 

6. Provide 25 foot cable loop at PTZ location for relocating unit if required post installation 

7. Coordinate Network Data Drop with Telecom contractor for each IP Camera. 

8. Coordinate camera IP address with District IT staff. 

B. VSS Power supplies 

1. Do not combine with Access Control & Alarm Monitoring System power supplies. 

C. Network Video Recorder Storage 

1. Coordinate installation of additional camera licenses and programming of cameras on 

owner provided network video server with District ITS 

D. Surge Protection 

1. Provide surge protection for video, power, and control cable on exterior cameras. 

2. Provide protective device at the camera and encoder/recorder device. 

3.02 PROGRAMMING 

A. Coordinate a meeting with Owner’s IT representative to determine IP addresses and LAN/WAN 

utilization of IP cameras and NVRs. 

B. Prior to the completion of construction schedule a meeting with the Owner and the Engineer to 

determine the programming criteria.  Discuss the following: 

1. Camera naming 

2. PTZ Presets 

3. Schedules and recording parameters including quality and frame rate (including video 

motion detection) 

4. ACAMS alarm and event integration requirements for workstation pop-ups and recording. 

5. Video archiving schedule 

6. Live viewing requirements 

7. System data base backups 

C. Document the results of the meeting and perform necessary programming to achieve the Owner’s 

requests. 

D. Setup and program the system such that no additional programming required. 

E. Use the camera naming convention agreed upon at in the programming meeting when 

programming point names into the system. 

F. Perform a full system back-ups at completion of initial programming and deliver one copy to the 

Owner with a Letter of Transmittal explaining information included in back-up and brief 

description of recovery procedures. 

G. Customize menus with the assistance of the factory to “gray-out” features not used on project (such 

as elevator control). 
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H. Perform field software changes after the initial programming session to "fine tune" operating 

parameters and sequence of operations based on revised operating requirements. 

3.03 TESTING 

A. Commission the video surveillance system in accordance with Section 280800. 

END OF SECTION 

 



Features That Make a Difference:

•	 Advanced distributed architecture for 
enterprise scalability

•	 Maintain independent control at each 
remote location

•	 Optimize local performance by limiting 
WAN traffic and latency

•	 Synchronize full database across all servers 

•	 Manage entire enterprise across multiple 
geographical areas from one central 
location 

•	 Monitor alarms from multiple sites on one 
workstation

•	 Global reporting for efficient, consolidated 
data tracking

C•CURE 9000  
Enterprise
Taking C•CURE 9000 further with  
advanced distributed architecture

C•CURE 9000 Enterprise provides 
advanced distributed architecture for 
enterprise scalability. Whether your 
organization consists of a few facilities 
that are locally dispersed or many 
that span the globe, this solution 
grows as your company grows.

C•CURE 9000 Enterprise gives corporate 
security personnel and IT managers central 
control over the entire system, while 
each local facility maintains independent 
control of its individual operation. It also 
allows system administrators at the 
main facility to configure and monitor 
all locations from that central site.

Each local server may be positioned near its 
relevant field hardware which limits traffic to 
the main server and optimizes performance.  
Each facility maintains a local SQL database 
which increases system reliability as there 
is no dependence on the master database 
or WAN connection for normal operations.

Data from each local server is synchronized 
with the main server via the WAN to 
ensure data consistency throughout 
your entire organization. All database 
information, including cardholder and 
access control information, is sent to 
the central server. In addition, when 
updates are made to the main server, 
those updates are distributed to the local 
servers to ensure local data is current.

C•CURE 9000 Enterprise allows system 
operators to simultaneously monitor 
alarms from multiple facilities from one 
workstation. You can manage your entire 
enterprise from a single client providing one 
source of critical information. Additionally, 
you can compile global journal and audit 
reports at the main facility for efficient, 
consolidated tracking of personnel or 
event information. These reports can 
be used for internal investigations or 
to comply with company mandates.

A  Ty c o  I n t e r n a t i o n a l  C o m p a n y

www.swhouse.com
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Footnote

Features

Advanced Distributed Architecture 
for Enterprise Scalability
The C•CURE 9000 Enterprise architecture supports 
a master application server (MAS), and up to 20 
satellite application servers (SAS) without limiting 
system functionality. All communication is performed 
across a WAN, which allows real time two-way 
communication between the MAS and each SAS.  

Independent Control at Each Remote 
Location
Each SAS communicates directly with the MAS but is not 
dependent on the MAS for access control in the area in which 
the local hardware resides. Each satellite system administrator 
has total control over all access control field hardware and 
system information related to his/her respective location. This 
gives regional system administrators autonomous control 
over their individual regions independent of the MAS and 
corporate WAN. Each location retains its own database and 
has full local reliability. This prevents unnecessary system 
downtime should the SAS lose communication with the MAS.

Optimize Local Performance 
By connecting a SAS to a Local Area Network (LAN) along 
with relevant access control hardware, local performance 
may be optimized in the event of latency from the WAN. The 
SAS may communicate directly with the hardware that is part 
of that particular LAN. There is no reliance on the MAS or 
any other SAS for functionality. Placement of the SAS within 
a LAN can decrease the time it takes to transmit data to 
the relevant hardware since there is no dependence on the 
WAN for operation. Much less bandwidth may be required, 
thereby increasing efficiency. Local performance is further 
optimized since the MAS performs substantial reporting 
for all SASs. This allows each SAS to allocate additional 
resources to perform important access control functions.

Synchronize Full Database 
Across All Servers
All access control information, not just cardholder data, 
from each SAS is synchronized with the MAS. The 
MAS then distributes any changes received from each 
SAS, so that all servers are equipped and operating 
with up-to-date information. This is all done in real time. 
Consistent synchronization of each local database to 
the master database ensures data consistency. This 
provides information that is necessary to make certain 
the organization is secure and its employees are well 
protected. Synchronization of a full database also gives 

security personnel the ability to compile global personnel 
and configuration reports quickly and efficiently.

Manage Entire Enterprise from 
One Central Location
Since all cardholder and access control field data collected 
from each SAS is synchronized and communicated 
to the MAS, you can manage and perform central 
monitoring operations. Viewing all data across all SASs 
gives you a full view of your entire operation.

Monitor Alarms from Multiple 
Sites on One Workstation
The power of C•CURE 9000 Enterprise allows you 
to simultaneously monitor alarms in multiple locations 
from one convenient workstation. Central monitoring 
of alarms from multiple sites means more flexibility. 
Operators might share the responsibility of monitoring 
various sites during different time periods.

Global Reporting for Efficient 
Consolidated Data Tracking
With C•CURE 9000 Enterprise’s global reporting functionality, 
you can retrieve personnel, configuration, hardware, journal, 
and audit data from all facilities within the organization. 
This data can be used for a variety of reasons such as 
investigating unauthorized entries, analyzing hardware 
positioning across the organization, and complying with 
specific company mandates. You can save valuable time 
searching for data and compiling critical reports since 
all global information is replicated on the MAS where 
you can quickly run reports on pertinent information.
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C•CURE 9000 Enterprise System Capacities1, 2

iSTAR Edge

iSTAR Edge

iSTAR Pro iSTAR Pro iSTAR ProClient Workstation

Client Workstation C•CURE 9000 Master 
Application Server

Master SQL  
Database

Satellite Application 
Server w/database

Satellite Application 
Server w/database

Satellite Application 
Server w/database

Client Workstation

1 2 3 4 5

1 2 3 4 5 1 2 3 4 5

Master Application Server
MAS 1 MAS 2 MAS 3 MAS 4 MAS  5

Global Personnel Records 1,000 10,000 25,000 100,000 250,000

Simultaneous Clients (admin, monitoring or web) 5 5 5 10 10

Badging Clients 1 1 1 2 2

Satellite Application Server
SERIES L SERIES M SERIES N SERIES P SERIES Q SERIES R SERIES R 

PLUS
SERIES S

Online Readers 16 32 64 128 256 512 1,000 2,500+

Online Inputs 64 128 256 512 1,024 2,500 5,000 10,000+

Online Outputs 64 128 256 512 1,024 2,500 5,000 10,000+

Local Personnel Records 7,000 12,000 40,000 45,000 250,000 250,000 250,000 500,000

Simultaneous Clients 5 5 5 10 10 10 10 10

Badging Clients 1 1 1 2 2 2 2 2

(1)	 Capacities shown are default values. Additional connections may be purchased separately.
(2)	 Additional clients and badging clients may be added to a system license. Simultaneous client connections are tabulated by C•CURE 9000 Administration, Alarm Monitoring, and Web Client connections.

C•CURE 9000 Enterprise Architecture Diagram
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Related Products Approvals

C•CURE 9000 Master Application Server 
Minimum Hardware and Software 
Processor  . . . . . . . . . . . . . . .               Intel® Quad-Core Xeon (2.4 GHz or greater);   
	 Xeon 5500 Series or greater
Hard Disk Drives  . . . . . . . . . .          Dual drives: primary drive = 250 GB (9000   
	 Runtime) secondary drive = 250 GB   
	 (data backups)
Drive Speed  . . . . . . . . . . . . .             15K RPM or greater
Memory  . . . . . . . . . . . . . . . . .                8 GB 
Network Adapter Card  . . . . .     100/1000 MB/sec
DVD Drive  . . . . . . . . . . . . . . .               Required
Operating System  . . . . . . . . .         Windows® Server 2008 R2 Standard and   
	 Enterprise (64-bit only)
Web Server  . . . . . . . . . . . . . .              IIS v6.0 or higher for C•CURE 9000 Web Client,  
	 if required
Database  . . . . . . . . . . . . . . . .               SQL Server 2008 Standard and Enterprise 	
	 (64-bit only)
Video Card  . . . . . . . . . . . . . .              Dedicated 256 MB accelerated video card

C•CURE 9000 Satellite Application Server 
Minimum Hardware and Software 

Processor
Series L-N  . . . . . . . . . . . . .             Intel Pentium Dual-Core or greater (2.5 GHz 	

or greater)
Series P-S . . . . . . . . . . . . . .              Intel Quad-Core Xeon (2.4 GHz or greater); 	

Xeon 5500 Series or greater

	

Hard Disk Drives
Series L-N  . . . . . . . . . . . . .             Dual drives: primary drive = 80 GB (9000 	 	

Runtime); secondary drive = 80 GB		 	
(data backups)
Drive speeds: 7200 RPM or greater

Series P-S  . . . . . . . . . . . . .             Dual drives: primary drive = 250 GB (9000 	 	
Runtime); secondary drive = 250 GB
(data backups)
Drive speeds: 10,000 RPM or greater 

Memory
Series L-N  . . . . . . . . . . . . .             4 GB 
Series P-S  . . . . . . . . . . . . .             4 GB4

Network Adapter Card  . . . .    100/1000 MB/sec
DVD Drive  . . . . . . . . . . . . . .              Required
Operating System  . . . . . . . .        Windows 7 Professional (32- and 64-bit) 

Windows Server 2008 R2 Standard and 	 	
Enterprise (64-bit) 

	 Windows Server 2008 Standard and Enterprise  
	 (32-bit)
	 Windows Server 2003 Standard and Enterprise  
	 SP2 (32-bit)

Windows XP Professional SP3 (32-bit)
Web Server  . . . . . . . . . . . . .            IIS v6.0 or higher
Database  . . . . . . . . . . . . . .              SQL Server 2008 R2 Express, Standard, and	

Enterprise (32- and 64-bit); SQL Server 2005 	 	
Express, Standard, and Enterprise (32-bit) 

Video Card  . . . . . . . . . . . . .             Dedicated 256 MB accelerated video card

C•CURE 9000 Client Workstation 
Minimum Hardware and Software

Processor  . . . . . . . . . . . . . . .               Intel Pentium Dual-Core or greater (2.5 GHz or  
	 greater)
Hard Disk Drive  . . . . . . . . . . .           Single 100 GB; Drive speed: 7200 RPM or   
	 greater
Memory  . . . . . . . . . . . . . . . . .                2 GB 
Network Adapter Card  . . . . .     100/1000 MB/sec
DVD Drive  . . . . . . . . . . . . . . .               Required
Operating System  . . . . . . . . .         Windows 7 Professional and Enterprise (32-bit)
	 Windows Vista Business and Enterprise (32-bit)
	 Windows 2003 Standard (32-bit)
	 Windows 2003 Enterprise SP2 (32-bit)
	 Windows XP Professional SP3 (32-bit) 
Video Card  . . . . . . . . . . . . . .              Dedicated 256 MB accelerated video card

Supported Languages
English, Arabic, Brazilian Portuguese, Dutch, French, German, Italian, Polish, 
Simplified Chinese, Spanish             

In addition to the essential C•CURE 9000 features, 
C•CURE 9000 Enterprise offers these powerful 
features3:

-- Global Database Synchronization
-- Global Alarm and Event Monitoring
-- Global Journal and Audit Reporting
-- Global Configuration Reporting
-- Full Operation at Local Satellite

Maximum Concurrent Satellite Application
Servers per Master Application Server  . . . .     20
Authentication  . . . . . . . . . . . . . . . . . . . . . .                      Windows Authentication 	
	 on Domain and Trusted 	
	 Domain

(3)	 Refer to the C•CURE 9000 Security and Event Management data sheet for essential features
(4)	 8 GB recommended for Windows Professional and Windows Server 2008 R2 (64-bit)

iSTAR 
Controllers

C•CURE 9000 
SiteServer

C•CURE 9000 
Web Client

C•CURE 9000

http://www.swhouse.com
http://www.swhouse.com
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Features That Make a Difference:

•	 �NEW! C•CURE 9000 Enterprise provides 
advanced distributed architecture for enterprise 
scalability 

•	 �Control and monitor areas with anti-passback, 
Occupancy Restrictions, and N-man Rule

•	 �Easily create your own custom personnel data 
fields to capture information specific to your 
company

•	 �Enhance security by requiring operator 
confirmation before manual activation of events 

•	 �Trigger automatic changes in access rights 
based on threat levels with Dynamic Clearance 
Filters

•	 �Control security objects directly from the 
monitoring station or from graphical CAD-
based maps

•	 �Dynamically change views, reorder columns, 
and modify and filter data from a single screen

•	 Easily drag and drop cameras directly to the 
interface 

•	 �Share a single database while retaining security 
and privacy of your own information

•	 �Significantly enhance security with intrusion 
zones and keypad commands

•	 �Remotely manage and monitor the system 
using C•CURE 9000 Web Client

•	 �Access and leverage LDAP-compliant data 
sources

•	 �Create a virtual hub of integrated applications 
with robust Software Development Kit (SDK)

•	 �Supports the entire suite of iSTAR and apC 
controllers1, and SimplexGrinnell Ethernet ISC 
panels

•	 �Integrates with American Dynamics solutions 
as well as other video systems

•	 FIPS 201 compliant

C•CURE 9000 v2.0
Security and Event Management  
System

C•CURE 9000 is a powerful security 
and event management system that 
provides IT-standard tools and innovative 
distributed architecture. By leveraging 
.NET v3.5 technology, C•CURE 9000 
offers native encryption and XML data 
transfer, making it one of the fastest, 
most secure systems in the industry. 

C•CURE 9000 provides unsurpassed 
integration capabilities, advanced alarm 
routing, and remote access for system 
administration and monitoring via a light 
client. For extremely effective information 
management, C•CURE 9000 supports 
multiple layouts and monitoring station 
panes in the same windows. This enables 
you to focus on system activity, while 
another window displays your live video. 

Integrate an unlimited number of security 
and business applications using the 
same GUI, navigation, driver interfaces, 
etc. with the C•CURE 9000 Kit (SDK). 
This kit is available through the “Software 
House Connected” platform integration 
program. The SDK provides the 
essential tools to develop hardware and 
software applications that communicate 
seamlessly with C•CURE 9000. 

C•CURE 9000 provides advanced 
security with a built-in LDAP general 
connection. This allows a user to connect 
to many external data sources including 
industry-leading Microsoft Active Directory.

With C•CURE 9000 Web Client, you can 
manage personnel, display dynamic views, 
and monitor system activity directly from 
any PC with a web browser from anywhere 
in the world. C•CURE 9000 Web Client 
allows you to perform a wide range of tasks 
such as creating/modifying cardholders, 
and monitoring alarms/events while away 
from the workstation. Refer to the C•CURE 
9000 Web Client data sheet on www.
swhouse.com for more detailed information. 

The new C•CURE 9000 Enterprise 
provides advanced distributed architecture 
for enterprise scalability. Whether your 
organization consists of a few facilities that 
are locally dispersed or many that span the 
globe, this solution grows as your company 
grows. Refer to the C•CURE 9000 Enterprise 
data sheet on www.swhouse.com for more 
detailed information.

(1)	 Minimum memory specification for apCs: 512k for apC/L and 1 MB for apC and apC/8X

http://www.dsc.com
http://www.swhouse.com
http://http://www.swhouse.com/products/software_CCURE9000.aspx
http://www.swhouse.com/Default.aspx


Customizable Integrated Monitoring Station 
C•CURE 9000 offers preconfigured layouts or an empty 
palette for each administrator to customize. Drag and drop 
different viewers - some that represent objects like video 
tours and specific types of activities, live camera views, 
dynamic views of system activity, or configuration data, even 
the Windows Explorer bar to make navigation very easy.

The most powerful thing about the monitoring station is that 
each pane is live and interactive. With appropriate permissions, 
you can manipulate data fields and change views, navigate 
around maps, launch a video tour, perform quick searches 
and queries—all in real time, all from one interface.

Scalable, Editable Maps 
Import CAD (.dwg, .dxf) or raster files (.bmp, .jpg, etc.) and 
populate complex floor plans with your security objects. All original 
CAD layers are immediately visible or can be hidden for easy 
viewing. Create new layers, and drag and drop security objects 
such as cameras, tours, inputs/outputs, and more directly to your 
drawing with scalable icons. One-click magnification and tracking 
views provide the ability to manage and navigate around your 
floor plans. For expansion projects, easily update or replace your 
CAD drawings without having to add security icons again.

Control Areas and Monitor Occupancy
Easily configure all areas across your facility to enforce anti-passback 
to prevent cardholders from passing their credentials to others 
to gain access to secured areas.  You can further configure the 
system with time restrictions and to activate events such as 
sounding an alarm for anti-passback entry and exit violations.

Occupancy restrictions let you quickly define a maximum number 
of people, by role, that are permitted into a specified area. This 
type of control is essential in highly-classified areas such as those 
in government facilities or hospitals. An event can be triggered 
if the limit is violated.  Similarly, a minimum occupancy level 
or N-man Rule limits access to an area based on a minimum 
required occupancy.   For example, in order to grant access to 
a computer lab that stores highly classified data, a minimum of 
two people must present their credentials to unlock the door.

Intrusion Zones and Keypad Commands 
Enhance Security 
To enhance security, grouping inputs and doors into intrusion zones 
allows you to arm/disarm alarm inputs as well as lock/unlock groups 
of doors while displaying their current mode and status in a defined 
area. To enforce operator accountability and prevent misuse of the 
system, you can configure C•CURE 9000 to require the operator 
to verify his/her credentials before manual activating events.

Leveraging the intrusion zone feature, keypad commands give 
you the ability to remotely activate cameras, doors, and other 
events as well as trigger a duress call right from a reader key 
pad. Keypad commands can be configured to require card 
presentation and/or a PIN to validate the command. 

Highly Secure Database Partitioning
Independent companies can share a single database while, 
at the same time, partitioning that database to maintain the 
security and privacy of their individual organization. Users can 
specify to which multiple partitions they share privileges - doors, 
clearances, etc. The partitioning of information includes everything 
from personnel to video and hardware configuration. 

Exceptionally Reliable Security
C•CURE 9000 provides FIPS 197-approved encrypted 
communication between the client and server, Microsoft Windows 
single sign-on, field-level audit, and authentication of historical 
log content feature a digital signature on each event. This allows 
administrators to detect additions, modifications, or deletions 
of data which is critical in order to maintain compliance with 
regulations, such as Sarbanes-Oxley, HIPAA, and 21-CFR Part 
11. Distributed architecture and support for Microsoft SQL Server 
2005 and 2008 provide powerful inherent data redundancy. 

C•CURE 9000 addresses the U.S. Government’s HSPD-12 
and, specifically, Federal Information Processing Standards 
(FIPS) 201.  A key component of the FIPS 201 credentialing for 

Features



Take a closer look

all government employees and contractors is the Cardholder 
Unique Identifier (CHUID). Support for extended card numbers 
allows users in government applications to comply with certain 
federal guidelines that require a multi-field CHUID. Additionally, 
C•CURE 9000 can be used in environments that use a 
Transportation Worker Identification Credential (TWIC) system 
to ensure individuals who pose a threat do not gain access to 
secure areas of the nation’s maritime transportation system. 

Complete Flexibility and Scalability Answers 
the Evolving Needs of an Enterprise
C•CURE 9000 Enterprise gives corporate security personnel 
central control over the entire system, while each local facility 
maintains independent control of its individual operation. 
Its power gives system administrators at the main facility 
the ability to configure and monitor all locations from that 
single site. You can manage your entire enterprise from a 
central client providing one source of critical information. 

Additionally, you can compile global journal and audit reports at 
the main facility for efficient, consolidated tracking of personnel 
or event information. These reports can be used for internal 
investigations or to comply with company mandates. Refer to 
the C•CURE 9000 Enterprise data sheet for further details.

Sophisticated Badging with C•CURE ID
Leveraging a WYSIWYG badge designer, this solution offers 
superior control over color and easy manipulation of graphics. 
With a powerful Expression Builder, you can easily create 
expressions that simplify badge creation. Uncomplicated 
query features allow you to query a common field and then 
print those cards found by the query in one batch.

With the smart card enrollment solution, you can read and/or 
reprogram multiple smart card formats such as MIFARE®  
(1K & 4K cards), iCLASS®, and DESFire®. These cards can be 
programmed with a wide range of data depending on the protocol 
of each card type for critical security purposes and/or value 
add-ons such as vending, parking, etc. Refer to the C•CURE ID 
datasheet on www.swhouse.com for more detailed information.

Easily Migrate C•CURE 800/8000 Data
The optional C•CURE 9000 migration utility allows you to  
easily bring your important C•CURE 800/8000 data into C•CURE 
9000. Data includes: cardholder information (including credentials and 
images), clearances, time specifications, readers, inputs, outputs, 
iSTAR and apC panels, doors, door groups, events, and actions.

C•CURE 9000 Enterprise Diagram

iSTAR Edge

iSTAR Edge

iSTAR Pro iSTAR Pro iSTAR ProClient Workstation

Client Workstation C•CURE 9000 Master 
Application Server

Master SQL  
Database

Satellite Application 
Server w/database

Satellite Application 
Server w/database

Satellite Application 
Server w/database

Client Workstation

1 2 3 4 5

1 2 3 4 5 1 2 3 4 5

http://www.swhouse.com/products/software_CCURE9000.aspx
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Related Products Approvals

C•CURE 9000 Server Recommended Hardware and Software
Processor
�	 Series L-N . . . . . . . .         �Intel® Pentium Dual-Core or greater (2.5 GHz or greater)
	 Series P-S . . . . . . . .         �Intel Quad-Core Xeon (2.4 GHz or greater); Xeon Series 5500 

or greater)
Hard Disk Drives
	 Series L-N . . . . . . . .         ��Dual drives: primary drive = 80 GB (9000 Runtime); 

secondary drive = 80 GB (data backups) 
Drive speeds: 7200 RPM or greater 

	 Series P-S . . . . . . . .         �Dual drives: primary drive = 250 GB (9000 Runtime) 
secondary drive = 250 GB (data backups) 
Drive speeds: 10,000 RPM or greater 

Memory
	 Series L-N . . . . . . . .         4 GB
	 Series P-S . . . . . . . .         4 GB7

Network Adapter Card 100/1000 MB/sec
DVD Drive . . . . . . . . . .           Required

Operating System 
	 Series L-N . . . . . . . .         �Windows 7 Professional and Enterprise (32- and 64-bit)8 

Windows Server 2008 R2 Standard and Enterprise (64-bit)8 
Windows Server 2008 Standard and Enterprise (32-bit) 
Windows Vista Business and Enterprise, SP1 or later (32-bit) 
Windows Server 2003 Standard and Enterprise, SP2 or later (32-bit) 
Windows XP Professional SP3 or later (32-bit)

	 Series P-S . . . . . . . .         �Windows Server 2008 R2 Standard and Enterprise (64-bit)8 
Windows Server 2008 Standard and Enterprise (32-bit) 
Windows Server 2003 Standard and Enterprise, SP2 or later (32-bit)

Web Server  . . . . . . . .         IIS v6.0 or higher

Database
	 Series L-N . . . . . . . .         SQL Server 2005 and 2008 R2 Express (32-bit)
	 Series P-S . . . . . . . .         �SQL Server 2005 and 2008 R2 Standard and  

Enterprise (32-bit)
	 Video Card . . . . . . . .         �Dedicated 256 MB accelerated video card9

C•CURE 9000 Client Workstation 
Recommended Hardware and Software
Processor . . . . . . . . . .           Intel Pentium Dual-Core or greater (2.5 GHz or greater) 
Hard Disk Drive  . . . . .      100 GB at 7200 RPM or greater
Memory . . . . . . . . . . .            2 GB
Network Adapter Card 100/1000 MB/sec
DVD Drive . . . . . . . . . .           Required
Operating System . . . .     �Windows 7 Professional and Enterprise (32-bit)8 

Windows Vista Business and Enterprise, SP1 or later (32-bit) 
Windows Server 2003 Standard and Enterprise, SP2 or later (32-bit) 
Windows XP Professional, SP3 or later (32-bit)

Video Card . . . . . . . . .          �Dedicated 256 MB accelerated video card9

Supported Languages
Arabic, Brazilian Portuguese, Dutch, French, German, Italian, Polish, Simplified Chinese, 
Spanish

C•CURE 9000 
Enterprise

C•CURE 9000
SiteServer

C•CURE 9000
Web Client iSTAR Controllers

Features Included with All C•CURE 9000 Series 

-- Activity Journal
-- Anti-Passback
-- Automated Import
-- CCTV Integration
-- Clearance Filters
-- Configuration Templates
-- Double Swipe
-- Elevator Support
-- Extended Card Number Support (Government Cards)
-- Field Level Auditing
-- Graphical Maps
-- Keypad Commands
-- Intrusion Zones
-- Manual Action Challenge
-- Multiple Card Support
-- Multiple Guard Station GUIs
-- Multiple Time Zones
-- N Man Rule
-- �NetVue Integration with Intellex DVRs and VideoEdge NVRs
-- Notification by Email
-- Occupancy Restrictions
-- Partitioning
-- Personnel Views
-- Push Install of Clients
-- RM LCD Messages
-- Single Sign-On Authentication
-- Smart Card Program/Enrollment 
-- System Backup of Database and Journals
-- User-Defined Fields 

Options that Expand the Power of C•CURE 9000

-- C•CURE 9000 Enterprise Server3

-- Tools for In-Country Localization4

-- Web Client
-- C•CURE Mobile5

-- Built-in LDAP Connection
-- Migration Tool for Cardholder Data
-- "Software House Connected" Program Drivers6

-- Integration with Wireless Access System 

(2)	 Client License = single monitoring station application, administration application, or Web Client
(3)	 See C•CURE 9000 Enterprise data sheet for more details
(4)	 Included with Series S
(5)	 C•CURE Mobile requires Windows Server 2003
(6)	 Contact sales for a complete list of available "Software House Connected" program drivers
(7)	 8 GB recommended for for Windows 7 Professional and Windows Server 2008 R2 (64-bit)
(8)	 Version 1.93 and higher
(9)	 For multiple screen display or other display applications, additional video cards required

C•CURE 9000 System Capacities
SERIES L SERIES M SERIES N SERIES P SERIES Q SERIES R SERIES R PLUS SERIES S

# of Online Readers 16 32 64 128 256 512 1,000 2,500+
# of Online Inputs 64 128 256 512 1,024 2,500 5,000 10,000+
# of Online Outputs 64 128 256 512 1,024 2,500 5,000 10,000+
# of Credentials 7,000 12,000 40,000 45,000 250,000 250,000 250,000 500,000
# of Simultaneous Clients2 (Admin., Monitoring, or Web) 5 5 5 10 10 10 10 10
# Badging Clients 1 1 1 2 2 2 2 2

Note - Additional input/output capacity and additional clients and badging clients may be added to a system license.

http://www.americandynamics.net
http://www.swhouse.com/Default.aspx
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Features That Make a Difference:

•	 Provides remote access to C•CURE 9000 
from virtually any computer with an Internet 
browser

•	 Manage personnel, display dynamic views, 
monitor system activity and generate 
reports

•	 Lock/unlock doors and activate events 
using manual actions

•	 Easily create and setup email for simple 
reports of card access activity and 
operator actions

•	 Show journal history and audit trail activity 
through pre-configured dynamic views

•	 Intuitive icon-driven user interface

•	 Easy deployment and installation

•	 Share a single database while retaining 
security and privacy of data through 
database partitioning

•	 Simple management of access-level 
permissions

•	 128-bit AES encryption using SSL for 
secure communication between server and 
clients

•	 Single sign-on utilizes Microsoft® Windows 
Authentication to maintain integrity of IT 
security

•	 Up to 10 simultaneous users 

•	 Built using latest Microsoft standards and 
platforms

C•CURE 9000  
Web Client
Web Client User Interface

C•CURE 9000 Web Client provides 
simplicity and portability of your 	
C•CURE 9000 security and event 
management system by giving you remote 
access to C•CURE 9000 using an Internet 
browser.  With C•CURE 9000 Web Client 
you can manage personnel records, display 
dynamic views of doors, readers, inputs/ 
outputs, and controllers, and monitor 
system activity from within a facility or 
anywhere in the world. You can perform 
a wide-range of tasks such as creating/
modifying cardholders and monitoring 
alarms/events while away from your 
workstation. And, for a permanent log of 
system activity, you can quickly and easily 
create reports from historical journal and 
audit trail data. It’s a simple and secure 
way to deploy, monitor, and control the 
C•CURE 9000 system from any location.

Built using the latest Microsoft® standard 
tools and platforms, C•CURE 9000 
Web Client is easy to administer and 
navigate with an intuitive layout and clear, 
consistent navigation panes. There is 
no need to install additional software. 

You can log on to the Web Client using the 
same unique logon/password you use for 
C•CURE 9000, which reduces management 
of user accounts. You can add, delete, and 
modify personnel records, clearances, and 
credentials, as well as enable and disable 
cards. Validating whether an individual 
has or does not have access to a facility, 
a particular area within a facility, or a 
particular door has never been easier.  

To streamline productivity and balance 
both responsibility and workload, corporate 
security administrators can disseminate 
control to individual department managers.  
This allows them to grant access in 
the physical areas for which they are 
responsible. The managers can assign 
or remove access privileges for each 
employee thereby eliminating the need for 
intervention by security administration.

http://www.swhouse.com
http://www.dsc.com
http://www.swhouse.com
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Related Products Approvals

C•CURE 9000 Web Client 
Minimum System Requirements
Supported Browsers  . . . . . . .       Microsoft Internet Explorer 7 and 8 	
	 Mozilla® Firefox®
	 Google™ Chrome 
Supported Client 
Operating System . . . . . . . . . .         Windows 7; Windows Vista; 	
	 Windows XP SP2; any client that supports 	 	
	 Silverlight™ 3.0
Microsoft Silverlight . . . . . . . . Version v3.0 and higher

C•CURE 9000 Server  
Minimum System Requirements
Supported Server 
Operating System . . . . . . . . . .         Windows 7; Windows Server 2008; 	
	 Windows Server 2003 Standard SP2; 	
	 Windows XP SP2 
Supported Web Server . . . . . .     MS IIS v5.10, v6.0, v7.0
C•CURE 9000 . . . . . . . . . . . .            Version 1.93 and higher
Maximum Simultaneous
Client Connections to Server . Up to 10 (C•CURE 9000 license must include 		
	 the same number of simultaneous Web Clients)
Maximum Number of 
Configured Users . . . . . . . . . .          Unlimited
Client to Server Encryption . . .   SSL, 128-bit AES
Authentication  . . . . . . . . . . . .            Single Sign-on using Windows Authentication
Audit Trail . . . . . . . . . . . . . . . .                User activities logged in central C•CURE 9000 	
	 database
Database Partitioning . . . . . . .       Yes

Ordering Information
C•CURE 9000 Web Client licenses are included in the overall C•CURE 9000 
client license count – no special part numbers are required. To order addition 
C•CURE 9000 client licenses use the part numbers listed below.

CC9000-ADDCLI . . . . . . . . . .          One additional C•CURE 9000 client license
CC9000-ADD5CLI . . . . . . . . .         Five additional C•CURE 9000 client licenses

Personnel Management

Dynamic Views

Activity Viewer

C•CURE 9000 
SiteServer

C•CURE 9000 
Enterprise

iSTAR EdgeC•CURE 9000
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C•CURE® ID
Intuitive Badging Solution 
Features That Make a Difference:

�Read and reprogram multiple smart card formats such as ��
MIFARE® (1K & 4K cards), iCLASS®, and DESFire® for more  
secure badging

�What You See Is What You Get (WYSIWYG) layout editor lets ��
you design badges exactly the way they’ll appear 

�Intuitive graphical user interface (GUI) displays badge changes ��
instantaneously

�Design badge layout and edit cards in one convenient window��

�Expression Builder lets you easily add customized dynamic ��
fields to badges

�Choose from sample data templates for quick and easy badge ��
design

�Supports 1D or 2D barcodes for biometric data encoding;  ��
also supports magnetic stripe encoding

�Access text and layout properties on both sides of badge for ��
tremendous flexibility

�Signature capture adds unique security characteristic to badge��

�Supports a variety of image formats (.bmp, .jpg, .tif, and .wmf)  ��
and automatically assigns a format to any unsupported,  
imported image

�Easily import customized badge templates from  ��
C•CURE 800/8000 to C•CURE 9000

Software House C•CURE® ID is an intuitive, .NET 
based badging solution that provides high performance, 
cost-effective, and secure identification management. 
C•CURE ID allows you to read and/or reprogram multiple 
smart card formats with a wide range of vital personnel 
information for more stringent security protocols. 

Access control cards can also be a powerful way to 
communicate your company’s message to employees and 
the public. C•CURE ID utilizes Microsoft® .NET guidelines 
for the GUI letting you create professional-looking badges. 

C•CURE ID offers a WYSIWYG badge designer which 
provides complete control over color, graphics, text, and 
backgrounds on both sides of the credential. With a powerful 
Expression Builder, C•CURE ID lets you easily create 
expressions that simplify badge creation and organization.

In many instances a company can have hundreds, even 
thousands of employee and personnel records in its security 
system. The C•CURE ID query functions allow you to query 
a common field and then print those cards found in a single 
batch rather than one record at a time, making it faster and 
easier to manage your badges. Credentials can also be 
organized for sheet printing, facilitating the layout of a year 
book making it easier to manage a watch list or disallowed list.

For a complete badging solution, C•CURE ID provides a 
state-of-the-art, fully integrated photo imaging application 
that runs on C•CURE 9000 and C•CURE 800/8000.

C•CURE ID makes it easy to migrate from  
C•CURE 800/8000 to C•CURE 9000. Customized badge 
templates in C•CURE 800/8000 can be easily merged into a 
C•CURE 9000 system without losing valuable information  
and formatting.

http://www.swhouse.com
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Smart Card Enrollment and Provisioning
Read and reprogram multiple smart card formats such as 
MIFARE (1K and 4K cards), iCLASS, and DESFire. These cards 
can be programmed with a wide range of data depending on the 
protocol of each card type for critical security purposes and/or 
value add-ons such as vending, parking, etc. Using a USB based 
desktop encoder/decoder or the card encoding and decoding 
capabilities built into the printer lines of Fargo®, Magicard, or 
NiSCA printers, you can provision data onto a smart card or enroll 
data from the card into the C•CURE system. Those same printers 
can then be used to easily print cards in a specified layout. 

With the powerful enrollment process, you can digitally 
store encrypted credentials onto the card for more 
stringent identity authentication and authorization.

Pre and Post Processing of Captured 
Images Provides Superior Photos
Easily control the iris and zoom of TWAIN compliant digital cameras  
before the image is captured ensuring you get exactly the photo  
you want.

Once the image is captured, the lighting, sharpness, and clarity 
of the image can easily be modified within C•CURE ID. The 
post-processing image settings can be saved within the application 
so that future captured images are uniform in those same settings.

Intuitive GUI of Badge Layout Editor 
The badge layout editor lets you construct and manipulate 
all aspects of the badge layout. Create and apply numerous 
badge layouts to individuals or groups of cardholders. All 
objects, images, and text can be moved, sized, rotated, 
and altered to meet your specific needs. Other effects can 
be achieved through “ghosting” and “transparency”. 

Powerful Expression Builder
C•CURE ID offers an Expression Builder which allows you to easily 
meet specialized layout needs. Simply pick the fields and formats 
from a template list to build sophisticated expressions. Save layout 
time by importing data in one format and then transforming it to 
another format to suit your specific badge design. For example, if 
your personnel data imported from a human resources database 
appears in upper/lower case, you can use Expression Builder to 
easily change how you want the information displayed on the badge 
by selecting from a list of pre-configured formats.

C•CURE ID Client Workstation 
Recommended System Requirements1

CPU . . . . . . . . . . . . . . . . . . . .                    1.5 GHz
Memory . . . . . . . . . . . . . . . . .                 1 GB
Video Card . . . . . . . . . . . . . . .              SVGA, 16 MB RAM
Resolution . . . . . . . . . . . . . . .               1024 x 768
Operating System . . . . . . . . .         Windows® XP Professional
Qualified Printers . . . . . . . . . .          �Magicard Rio 2e, Magicard Tango 2e, Fargo 

DTC400e, Fargo DTC550, Fargo HDP5000,  
and NiSCA PR5350

�The system should have enough USB ports to support keyboard, mouse, camera, signature capture tablets, and other input devices utilized in the station. Additionally, if a dedicated (1)	
video capture card (either the FlashBus® MV Lite or FlashBus MV Plus) is being utilized, the system should have the appropriate video ports available.

http://www.swhouse.com
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Features That Make a Difference:

•	 Powerful  network-ready door controller for 
up to 32 readers (16 from ACMs)

•	 Dedicated DIP switch allows you 	
to go from “Pro mode” for use with 
C•CURE 800/8000 and C•CURE 9000 to 
“Ultra mode” for use with C•CURE 9000

•	 Dual GigE network ports for redundant 
network operation

•	 Hardened Linux embedded OS for 
improved security and scalability

•	 Enables wireless locks to communicate 
with C•CURE 9000 providing a fully 
integrated and managed lock solution

•	 Includes global anti-passback and 
advanced peer-to-peer clustering

•	 Native intrusion zone functionality

•	 Manages up to 500,000 cardholders in 
local memory

•	 Socketed relays improve serviceability

•	 Dedicated input for fire alarm interlock 
overrides door locks during fire conditions 
(Ultra mode only)1

•	 Onboard 256-bit AES network encryption 
(Ultra mode only)

•	 Rack-mount models provide flexibility in 
mounting options

•	 Flexible adapter plate to mount in existing 
iSTAR Pro enclosures

•	 Great solution for enterprise and 
government installations

iSTAR Ultra SE is a powerful, intelligent 
network-ready controller that supports up 
to 32 readers. With a strong iSTAR Ultra 
feature set, the iSTAR Ultra SE provides 
an extra level of compatibility (“Pro mode”) 
to ensure all Software House systems can 
take advantage of its enhanced capabilities. 
The controller features the same General 
Controller Module (GCM) as iSTAR Ultra, and 
one or two Access Control Modules (ACM) 
to accommodate field wiring from readers, 
inputs, and outputs. The iSTAR Ultra SE 
ACM size, footprint, and connectors are 
identical to the iSTAR Pro ACM allowing for 
an easy upgrade to the iSTAR Ultra SE. 

In “Pro mode”, iSTAR Ultra SE has the 
feature set of the iSTAR Pro providing 
compatibility with C•CURE 800/8000. 	
In “Ultra mode”, additional high end features 
such as AES encryption and ASSA ABLOY 
Aperio wireless lock support are enabled. 
Changing between “Pro mode” and 	
“Ultra mode” is accomplished via a 
dedicated DIP switch on the GCM board. 

iSTAR Ultra SE was designed with flexibility 
and compatibility in mind. When your project 
calls for a controller with a smaller footprint, 
an upgrade from an earlier Software House 
controller, or when the project does not 
require the additional embedded lock 	
power management features of iSTAR Ultra, 
iSTAR Ultra SE gets the job done.

Supports up to 32 Readers
iSTAR Ultra SE uniquely combines support 	
for traditional hardwired access control 
doors with support for wireless lock sets,	

all in the same controller. Up to 32 readers 
are supported by the iSTAR Ultra SE, of 
which 16 may come from the I/O units of the 
ACM – the rest can be made up of IP-ACM 
Ethernet Door Modules and/or wireless lock 
sets and devices.

iSTAR Ultra SE is ideal for areas that 	
require many readers in close proximity to 
the panel. For more distributed installations, 
iSTAR Ultra SE includes up to 16 RS-485 
ports, allowing the installer to run longer 
distances to each door.

Networking Strength 
and Security
iSTAR Ultra SE includes two onboard 	
gigabit network ports for primary and 
secondary communications to the host. 	
AES 256-bit FIPS 140-2 network encryption, 
with custom key management and 
denial-of-service protection, secures the 
controller from potential network threats. 
iSTAR Ultra SE supports both static and 
dynamic IP addresses, using DHCP and 
DNS to simplify network installation. In 
addition, the powerful iSTAR Configuration 
Utility (ICU) reduces startup time by allowing 
you to view online controllers, change 
configuration parameters, and download 	
new firmware from a single interface.

iSTAR Ultra SE uses a GCM which includes 
standard 2GB RAM and 16GB SD card for 
memory.Database backups and all buffered 
transactions are stored to non-volatile SD 
card memory. A real-time clock battery keeps 
the clock powered during a power failure.

1	Available with C•CURE 9000 v2.50 or higher

iSTAR Ultra SE 
Special Edition iSTAR Ultra, 
Compatibility and Future-Proofing
with Pro Mode and Ultra Mode

http://www.swhouse.com/
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Ultra Mode vs Pro Mode
iSTAR Ultra SE provides the ultimate compatibility with the 
ability to be used with both C•CURE 800/8000 and 	
C•CURE 9000 systems. For C•CURE 800/8000 systems, 	
the controller is set to “Pro mode” and will operate as an 	
iSTAR Pro. It can cluster with other iSTAR Pros and even 
supports a dial-up connection back to the C•CURE 800/8000 
host. “Pro mode” is also very useful when upgrading iSTAR 
hardware ahead of a C•CURE 9000 upgrade – it allows you 	
to upgrade the hardware first, while still on the previous 	
access control software.

For C•CURE 9000 v2.50 and greater, you can set the Ultra 
SE to “Ultra mode” to take advantage of additional high end 
features. When the controller is in “Ultra mode”, it has all 	
of the powerful iSTAR Ultra features including AES 	
encryption, 32-reader connectivity, ASSA ABLOY and Schlage 
wireless lock integration, and configurable input circuit types. 	
It can also cluster with iSTAR Ultra, iSTAR Edge, iSTAR eX, 	
or iSTAR Pro (non-encrypted).

Ensure Reliable Communication 
with Clusters 
iSTAR Ultra SE supports peer-to-peer communications across 
clusters meaning that the controllers communicate with 
one another without needing host intervention. Clusters are 
user-defined groups of up to 16 controllers and can be created 
to enhance security by separating a widely dispersed facility 
into different controlled areas. For example, events linking 
inputs on one controller to outputs on another controller will still 
be active without the host.

Local and Global Anti-Passback 
Provides Effective System-Wide Security
Anti-passback prevents cardholders from passing their 
credentials back to others in order to gain access to secured 

areas. Global anti-passback is critical for ensuring uncompromised 
security on a large scale. Building upon cluster-based 
anti-passback as described above, the controllers are able to send 
an anti-passback violation notice to the C•CURE server. Tailgating, 
or following another cardholder into a secured area without 
presenting a separate badge, can easily be flagged within the 
C•CURE monitoring station.

Rack Mount Flexibility
iSTAR Ultra SE is available in a modular rack mount configuration, 
reducing the space requirements and costs associated with 
installing a panel on the wall. Separate GCM and ACM modules 
can be arranged in the rack to optimize your server room 
installation. For example, the GCM can be mounted in the front 
of a four-post rack, while the ACM and field wiring can be located 
in the rear of the rack. Field wiring on the ACM is easily routed 
through the top and/or bottom of the enclosure, with the ACM 
board mounted front and center for convenient servicing.

Keypad Commands Provide 
the Ultimate in Control
iSTAR Ultra SE supports custom keypad commands which 	
provide a powerful way to easily activate events in C•CURE. 	
These commands include anything from triggering a duress call 
and sounding an alarm, to locking and unlocking doors directly 
from an RM reader keypad. Commands can be configured to 
require a card presentation and/or a card and PIN to validate 
the command. Keypad commands can also be used to arm and 
disarm intrusion zones.

Arm and Disarm Intrusion 
Zones to Enhance Security
For your most critical areas, iSTAR Ultra SE features built-in 
intrusion zone functionality allowing you to monitor and respond to 
intrusion alarms quickly, without relying on a third-party intrusion 
panel.  Any door or input on the iSTAR Ultra SE, including inputs 
from I8 expansion modules, can be configured as part of an 
intrusion zone, either as a 24/7 monitored input such as a glass 
break detector, or as a controlled input such as a motion sensor 	
or door. Zones can be armed and disarmed using a combination 	
of card and/or PIN, and/or from the C•CURE 800/8000 or 
C•CURE 9000. Entrance and exit delays, bypass, and custom 
triggers and commands are all configurable per zone for the 
utmost in flexibility.

Extended Card Formats, Multiple 
Credentials Enhance Flexibility
iSTAR Ultra SE supports extended card formats of up to 256 
with multiple data fields, providing the utmost in flexibility when 
configuring custom card formats. Longer card numbers and 
formats offer greater protection against card duplication, and are 
especially valuable to customers who require card numbers that 
exceed 10 digits.

Ultra Mode Pro Mode

Compatibility C•CURE 
9000, v2.50 
and above

C•CURE 800/8000 
v10.3, 	

C•CURE 9000 
v2.30 and above

10/100/1Gb Ethernet, Full Duplex Yes Yes

Dual  Network Ports Yes Yes

AES 256 Encryption, FIPS 197 Yes No

Dialup Support No Yes

Selectable Input Circuit Types Yes No

Total # of Readers Supported 32 16

# of Supervised Inputs per ACM 16 16

# of Relay Outputs per ACM 8 8

# Wiegand Readers per ACM 8 8

# RM Readers per ACM 8 8

# I/O Modules per ACM 16-I8 & 16-R8 8-I8 & 8-R8

Schlage Wireless Locks per GCM 32 16

Aperio Wireless Locks per GCM 32 none

# Personnel, 10 clearances/per, 	
5 cards/per, long card #s

500,000 500,000



Features

iSTAR Ultra SE and Wireless Lock System Layout 

1 2 3 4 5

victor Application Server2

1 2 3 4 5

C•CURE 9000 Client

iSTAR Ultra SE Wall-Mount

Wireless Lock3 Wireless Lock3

Traditional Hard Wired Doors
Up to 16 Readers

Wireless Hub

Up to eight Aperio locks 
or 16 Schlage locks

Up to eight Aperio locks 
or 16 Schlage locks

Wireless Hub

Ethernet

RS-485

2	The C•CURE 9000 Server component is now called the victor Application Server.
3	ASSA ABLOY Aperio or Schlage AD300 or AD400 but not both.

iSTAR Ultra SE allows administrators to assign up to five active 
cards per cardholder record rather than having to create a 
separate record for each card. This simplifies the management 
and maintenance of personnel records. For additional flexibility, 
iSTAR Ultra SE can support up to 128 card formats systemwide 
and ten card formats per reader.

Built-in Diagnostics to Easily 
Test and Troubleshoot
iSTAR Ultra SE includes both built-in web diagnostics pages 
and a local LCD to test and troubleshoot inputs, outputs, 
reader ports, and last card read. In addition, via the network, 
you can retrieve real-time status and diagnostics of:

•	 controller time/boot time
•	 total/available memory
•	 connection status
•	 firmware and OS versions
•	 hardware (MAC) and IP addresses
•	 downloaded clearances and cardholders

Fully Integrated and Managed 
Lock Solution
Utilizing iSTAR Ultra SE, wireless locks from ASSA ABLOY or 
Schlage communicate with C•CURE 9000, providing a fully 
integrated and managed lock solution. Up to 32 ASSA ABLOY 
Aperio or Schlage AD300 and AD400 locksets can be managed 
by a single iSTAR Ultra SE (in Pro mode - up to 16 Schlage locks, 
no Aperio support). In addition to traditional locksets, the Aperio 
line also includes cabinet and data center locks, allowing you to 
extend the breadth of your access control system to non-traditional 
openings. Each lockset communicates using 	
AES 128-bit encrypted wireless technology to an a wireless hub, 
which is then connected to the iSTAR Ultra SE with a simple 
RS-485 communications bus. Each hub can accommodate up to 
eight Aperio or 16 Schlage wireless locks.

All activity and alarms from each wireless device are sent to 	
the iSTAR Ultra SE and then up to the C•CURE 9000 in real time, 
guaranteeing a high level of control and visibility of door actions. 
Besides standard card access transactions, each device also 
communicates low battery, tamper, and communications status to 
the system.




	000-CCCCD-SS MPB cover
	100-CCCCD Design Guideline Overview
	101-20171016 Security Device Matrix
	102-CCCCD Design Coordination
	200-CCCCD-SS RFP
	300-CCCCD-SS Sec Unit Prices
	400-280000 Basic Security Requirements
	401-280513 Security System Cabling
	402-280553 Security System Labeling
	403-280880 Security System Acceptance Testing
	404-281300 Access Control and Alarm Monitoring System
	405-281600 Intrusion Detection System
	406-282300 Video Surveillance System
	500-Software House C-CURE 9000 Enterprise
	501-Software House C-CURE 9000 Security and Event Management V2.0
	502-Software House C-CURE 9000 Web Client
	503-Software House C-CURE ID Badging Software

